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Overview  46 

This module introduces the various protocols and technologies used in wide-area 47 
network (WAN) environments. You will learn about the basics of WANs, including 48 
common WAN technologies, types of wide-area services, encapsulation formats, 49 
and link options. In this module, you also will learn about point-to-point links, 50 
circuit switching, packet switching, virtual circuits, dialup services, and WAN 51 
devices. 52 
 53 
Upon completing this module, you will be able to: 54 
 55 

■ Describe the function and operation of WAN technologies, including leased 56 
line, Frame Relay, ATM, and Synchronous Optical Network (SONET) 57 

■ Describe the function and operation of dialup access technologies, including 58 
ISDN, Point-to-Point Protocol (PPP), Password Authentication Protocol 59 
(PAP), Challenge Handshake Authentication Protocol (CHAP), and High-60 
Level Data Link Control (HDLC) 61 

■ Describe the WAN encapsulation formats 62 

■ Describe the types and standards of the analog modem  63 

■ Describe the digital subscriber line (DSL) technology 64 

■ Describe the types and standards of the cable modem 65 

Outline 66 
This module contains the following lessons: 67 
 68 

■ Overview 69 

■ Traditional WAN Services 70 

■ Dialup Access Technologies 71 

■ Analog Modems 72 

■ DSL 73 

■ Cable Models 74 

■ Summary 75 

 76 

 77 
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7.1 Traditional WAN Services  78 

Overview 79 

This lesson introduces various WAN connection options and technologies, 80 
including leased line, Frame Relay, ATM, and SONET. 81 
 82 

Objectives 83 
Upon completing this lesson, you will be able to: 84 
 85 

■ Describe different WAN connection options 86 

■ Define packet switching and circuit switching 87 

■ Describe the operation of leased lines 88 

■ Describe the function of Frame Relay 89 

■ Describe features of ATM and define cell switching 90 

■ Describe features of SONET 91 

Outline 92 
This lesson includes these sections: 93 
 94 

■ Overview 95 

■ WAN Connection Options 96 

■ Packet vs. Circuit Switching 97 

■ Leased Line 98 

■ Frame Relay 99 

■ ATM and Cell Switching 100 

■ SONET 101 

■ Summary 102 

103 
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7.1.1 WAN Connection Options 103 

Figure 1: WAN Connection  104 

 105 
 106 
Figure 2: Virtual Circuit  107 

 108 
 109 

Figure 3: WAN Connection Bandwidth  110 

 111 
 112 
Figure 4: Multiplexing Technologies  113 

 114 
 115 
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Figure 5: TDM  116 

 117 
 118 

Figure 6: FDM  119 

 120 
 121 

Figure 7: STM  122 

 123 
 124 
A wide-area network (WAN) is a data communications network that covers a 125 
relatively broad geographic area and that often uses transmission facilities provided 126 
by common carriers, such as telephone companies.  127 
 128 
WAN connections may be made through a service provider in several ways, 129 
including (see Figure [1]):  130 

 131 
■ Dialup: Dialup lines are paid for only when they are used. Dialup lines are 132 

perfect for the small or branch office or for telecommuters or mobile 133 
workers. This means that the line is active only when the user dials up.  134 
The disadvantage of dialup connection is that the connection speed is slow 135 
(less than 56 Kbps). 136 
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■ ISDN: Integrated Services Digital Network (ISDN) is an efficient 137 
alternative to dialup for connecting over basic telephone service (POTS). 138 
ISDN is explained further in this lesson.  139 

■ Leased line: Service providers also offer leased lines, or point-to-point 140 
connections. With leased lines, companies pay for a continuous connection 141 
between two remote sites. This means the line is active 24 hours a day, 7 142 
days a week. The disadvantage of leased lines is that they are generally 143 
expensive, and the expense is related to distance. 144 

■ Frame Relay: Frame Relay provides connection-oriented data link layer 145 
communication. This service is implemented using virtual circuits.  146 

A virtual circuit is a logical circuit created to ensure reliable 147 
communication between two remote network devices. For example, Figure 148 
[2] shows a hub and spoke topology used to connect a headquarter router to 149 
three remote routers. Even though the headquarter router only has one 150 
physical connection to the service provider (like a Frame Relay service 151 
provider), that physical connection is logically divided into three logical 152 
connections (virtual circuits), with each virtual circuit connecting to a 153 
different remote router. At the remote routers, their physical connection will 154 
only contain one virtual circuit since the remote routers only need to 155 
connect to the headquarter router. 156 

Frame Relay works at Layer 2 of the OSI reference model, within the Frame 157 
Relay (Layer 2) header, there is an identifier (Data Link Connection 158 
Identifier [DLCI]) used to indicate which virtual circuit a frame belongs to, 159 
the Frame Relay service provider make its switching decision based on the 160 
DLCI. In Figure [2], the headquarter Frame Relay connection is provisioned 161 
with three virtual circuits. The headquarter router will use DLCI 102 in the 162 
Frame Relay header for sending data to the LA router, DLCI 101 for the NY 163 
router, and DLCI 100 for the Chicago router.  164 

■ ATM: Asynchronous Transfer Mode (ATM) comprises specifications at 165 
both the physical and data link layers. Like Frame Relay, this service is 166 
implemented using virtual circuits. With ATM, the data packet is divided 167 
into small 53 bytes cells before it is transmitted. In the ATM cell header, 168 
there a field called the VPI/VCI (Virtual Path Identifier/Virtual Channel 169 
Identifier) used to indicate which virtual circuit an ATM cell belongs to. At 170 
the physical layer, ATM can run over a variety of physical media, including 171 
fiber optics using SONET framing and coaxial cable using digital signal 172 
level 3 (DS3).  173 

■ Other: Additional WAN connection options include using DSL, cable, 174 
wireless, and X.25. 175 

 176 
WAN technologies generally function at the lower three layers of the OSI reference 177 
model: the physical layer, the data link layer, and the network layer. WAN 178 
connections can be purchased or leased in a variety of speeds or bandwidths. Start 179 
with the simple DS0 (64 Kbps), which is the speed of a typical digitized phone call. 180 
Bundle (Multiplexing) 24 DS0s to get a DS1/T1 line (1.544 Mbps). Then bundle 181 
(Multiplex) 28 DS1s to get a DS3/T3 (44.736 Mbps). The DS technically refers to 182 
the rate and format of the signal, whereas the T designation refers to the equipment 183 
providing the signals. In practice, �DS� and �T� are used synonymously (see Figure 184 
[3]).  185 
 186 
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E1 (2.048 Mbps) and E3 (34.368 Mbps) are European standards similar to T1 and 187 
T3, but they possess different bandwidths.  188 
 189 
Multiplexing is a process in which multiple data channels are combined into a 190 
single data or physical channel at the source. Multiplexing can be implemented at 191 
any of the OSI layers. Broadband WAN lines use multiplexing technology.  192 
 193 
Demultiplexing is the process of separating multiplexed data channels at the 194 
destination.  195 
 196 
There are four primary types of multiplexing (see Figures [4]):  197 
 198 

■ Time-division multiplexing (TDM): In TDM, information from each data 199 
channel is allocated bandwidth based on preassigned time slots, regardless 200 
of whether there is data to transmit (see Figure [5]). As a result, bandwidth 201 
is wasted when a data channel has nothing to transmit during its assigned 202 
time slot.  203 

■ Frequency-division multiplexing (FDM): In FDM, information from each 204 
data channel is allocated bandwidth based on the signal frequency of the 205 
traffic (see Figure [6]). For example, FM radio broadcast used FDM. Each 206 
FM station is assigned a specific frequency to use for broadcasting their 207 
radio programs. 208 

■ Statistical multiplexing (STM): In statistical multiplexing, bandwidth is 209 
dynamically allocated to any data channels that have information to transmit 210 
(see Figure [7]). With STM, bandwidth is not wasted when a data channel 211 
has nothing to transmit, because the time slot is given to a data channel that 212 
has something to transmit.  213 

■ Wave-division multiplexing (WDM) and dense WDM (DWDM): These 214 
optical multiplexing technologies are discussed in Module 9 of this course.  215 

Practice 216 
1. Which of the following is not a type of multiplexing? 217 

 218 
A. TDM 219 
B. FDM 220 
C. ATM ** 221 
D. WDM 222 

 223 
2. Which of the following best describes a WAN? 224 

 225 
A. Connects LANs that are separated by a large geographic area. ** 226 
B. Connects workstations, terminals, and other devices in a metropolitan 227 

area. 228 
C. Connects LAN within a large building. 229 
D. Connects workstation, terminals, and other devices within a building. 230 

 231 
232 
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7.1.2 Packet vs. Circuit Switching 232 

Figure 1: Packet Switching  233 

 234 
 235 

Figure 1: Circuit Switching  236 

 237 
 238 
Packet switching is a WAN switching method in which users share common carrier 239 
resources. Because this allows the carrier to make more efficient use of its 240 
infrastructure, the cost to the customer is generally much better than with point-to-241 
point lease lines. In a packet switching setup, networks have connections into the 242 
carrier's network, and many customers share the carrier's network. The carrier can 243 
then create virtual circuits between customers' sites by which packets of data are 244 
delivered from one to the other through the network. The section of the carrier's 245 
network that is shared is often referred to as a cloud. Frame Relay is an example or 246 
packet-switched WAN technology (see Figure [1]). 247 
 248 
Circuit switching is a WAN switching method in which a dedicated physical circuit 249 
is established, maintained, and terminated through a carrier network for each 250 
communication session (see Figure [2]). 251 
 252 
Circuit switching operates much like a normal telephone call and is used extensively 253 
in telephone company networks. ISDN is an example of a circuit-switched WAN 254 
technology.  255 

Practice 256 
1. Which of the following is an example of a packet-switching protocol? 257 

 258 
A. ISDN  259 
B. Frame Relay ** 260 
C. PPP 261 
D. HDLC 262 

 263 
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7.1.3 Leased Line 264 

Figure 1: Leased Line  265 

 266 
 267 
A point-to-point link provides a single, pre-established WAN communications path 268 
from the customer premises through a carrier network, such as a telephone 269 
company, to a remote network. Point-to-point lines are usually leased from a carrier 270 
and thus are often called leased lines. For a point-to-point line, the carrier allocates 271 
pairs of wire and facility hardware to your line only. These circuits are generally 272 
priced based on bandwidth required and distance between the two connected points. 273 
Point-to-point links are generally more expensive than shared services such as 274 
Frame Relay. The cost of leased-line solutions can become significant when they 275 
are used to connect many sites. 276 
 277 
When leased-line connections are made, a router serial port is required for each 278 
connection, along with a channel/data service unit (CSU/DSU) and the actual circuit 279 
from the service provider. The CSU is a device that performs diagnostic functions 280 
(like loopback test) for a telecommunications line. The DSU is a device that 281 
connects a terminal (like a router serial port) to a digital line (like a T1). Typically, 282 
the two devices are packaged as a single unit. You can think of it as a very high-283 
powered and expensive modem, which connects to a digital line (like a T1). Such a 284 
device is required for both ends of a T-1 or T-3 connection, and the units at both 285 
ends must be set to the same communications standard. 286 

Practice 287 
1. A leased line is a ____________ link provides a single, pre-established WAN 288 

communication path from the customer to a remote network. 289 
 290 

A. Point-to-point ** 291 
B. Point-to-multipoint 292 
C. Analog 293 
D. Digital 294 

 295 
 296 

 297 
 298 

299 
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7.1.4 Frame Relay 299 

Figure 1: Frame Relay Virtual Circuits 300 

 301 
 302 
 Figure 2: PVC 303 

 304 
 305 
Figure 3: SVC 306 

 307 
 308 
Frame Relay provides connection-oriented data link layer communication. This 309 
service is implemented using virtual circuits. 310 
 311 



7-12 Cisco Certified Network Associate Basics (CCNAB) v2.0 Copyright   2002, Cisco Systems, Inc. 

Frame Relay devices have two classes: 312 
 313 

■ Data terminal equipment (DTE): Terminating equipment for a specific 314 
network and typically located on customer premises. Examples of a Frame 315 
Relay DTE device is a router or a FRAD (Frame Relay Access Device) 316 

■ Data communications equipment (DCE): Carrier-owned internetworking 317 
devices that provide clocking and switching services within a network. 318 
Example of a Frame Relay DCE device is the Frame Relay Switch. 319 

 320 
Frame Relay Virtual Circuits 321 
A Frame Relay virtual circuit is a logical connection created between two DTE 322 
devices across a Frame Relay network (see Figure [1]). Frame Relay virtual circuits 323 
fall into two categories: 324 
 325 

■ Permanent virtual circuit (PVC)  326 

■ Switched virtual circuit (SVC) 327 

Virtual circuits provide a bidirectional communications path from one DTE device 328 
to another. A data-link connection identifier (DLCI) within the Frame Relay address 329 
header uniquely identifies them.  330 
 331 
A virtual circuit can pass through any number of intermediate DCE devices (Frame 332 
Relay switches) located within the Frame Relay packet-switched network (PSN). 333 
Numerous virtual circuits can be multiplexed into a single physical circuit for 334 
transmission across the network.  335 
 336 
PVC [2] 337 
PVCs are permanently established connections that are used when there is frequent 338 
and consistent data transfer between DTE devices across the Frame Relay network. 339 
Communication across a PVC does not require the call setup and termination states 340 
that are used with SVCs. DTE devices can begin transferring data whenever they 341 
are ready because the circuit is permanently established. PVC works like a lease-342 
line connection, it is always connected. 343 
 344 
SVC [3] 345 
SVCs are temporary connections that are used when there is only sporadic data 346 
transfer between DTE devices across the Frame Relay network. After the virtual 347 
circuit is terminated, the DTE devices must establish a new SVC if there is 348 
additional data to be exchanged. SVC works like a dialup connection, where a call 349 
has to be made before the data can be transmitted, like making a telephone call. 350 

Practice 351 
1. How does Frame Relay handle multiple conversations on the same physical 352 

connection? 353 
 354 

A. Multiplexing the circuits ** 355 
B. Multiple conversations are not allowed 356 
C. Duplexing the conversation 357 
D. Converts it to an ATM cell 358 

 359 
 360 

361 
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7.1.5 ATM and Cell Switching 361 

Figure 1: ATM and Cell Switching  362 

 363 
 364 
Asynchronous Transfer Mode (ATM) is a technology that is capable of transferring 365 
voice, video, and data through private and public networks. It is built on a cell-based 366 
architecture rather than a frame-based architecture. ATM cells are always a fixed 367 
length of 53 bytes, whereas the sizes of frames and packets vary. The 53 bytes ATM 368 
cell is made up of a 5 bytes ATM header followed by 48 bytes of ATM Payload 369 
(User Data). Small fixed-length 53 bytes cells are well-suited for carrying data, 370 
voice, and video traffic because voice and video traffic are intolerant of delay that 371 
can result from having to wait for a larger data packet to be transmitted ahead of a 372 
voice or video packet. 373 
 374 
An ATM switch is responsible for cell transit through an ATM network. It accepts 375 
the incoming cell from an ATM endpoint or another ATM switch. It then reads and 376 
updates the cell-header information and quickly switches the cell to an output 377 
interface toward its destination. 378 
 379 
ATM is used primarily in enterprise LAN backbones or WAN links.  380 
 381 
An ATM virtual circuit is a logical connection created between two ATM endpoints 382 
across an ATM network. ATM virtual circuits fall into two categories: 383 
 384 

■ Permanent virtual circuit (PVC)  385 

■ Switched virtual circuit (SVC) 386 

 387 
Virtual circuits provide a bidirectional communications path from one ATM 388 
endpoint to another. The VPI/VCI (Virtual Path Identifier/Virtual Channel 389 
Identifier) within the ATM cell header uniquely identifies them.  390 
 391 
A virtual circuit can pass through any number of intermediate ATM switches in the 392 
ATM network. Numerous virtual circuits can be multiplexed into a single physical 393 
circuit for transmission across the network.  394 
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Practice 395 
1. Which of the following is not true about ATM technology? 396 
 397 

A. It is capable of transferring voice, video, and data. 398 
B. ATM is used primarily in enterprise LAN backbones or WAN links. 399 
C. It is based on a cell-based architecture rather than a frame-based 400 

architecture. 401 
D. ATM cells are always a fixed length of 35 bytes, whereas the sizes of 402 

frames and packets vary. ** 403 
404 
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7.1.6 SONET 404 

Figure 1: SONET Optical Carrier Standards  405 

OC Level Signal Transmission Rate 
OC-1 (Base Rate) 51.84 Mbps 
OC-3 155.52 Mbps 
OC-12 622.08 Mbps 
OC-24 1.244 Gbps 
OC-48 2.488 Gbps 
OC-192 10 Gbps 
OC-256 13.271 Gbps 
OC-768 40 Gbps 

 406 
SONET, which stands for Synchronous Optical Network, is a physical layer 407 
protocol that provides for high-speed transmission using fiber-optic media. ATM 408 
can run over SONET to achieve very high data-transfer speeds. 409 
 410 
You might see the term Synchronous Digital Hierarchy (SDH) used to refer to the 411 
SONET technology outside the United States. The SONET signal rate is measured 412 
by optical carrier (OC) standards. Figure [1] illustrates the available transmission 413 
rates (called optical carrier levels). SONET/SDH are discussed in Module 9, Optical 414 
Networking. 415 

Practice 416 
1. Which is a family of very high-speed physical layer technologies with a series 417 

of data rates available with special designations, implemented at different OC 418 
level ranging 51.85 Mbps to 40 Gbps? 419 

 420 
A. ADSL 421 
B. ATM 422 
C. SONET ** 423 
D. ISDN 424 

 425 
 426 

427 
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Summary 427 

This section summarizes the key points you learned in this lesson. 428 
 429 

■ WAN networks operate beyond a company�s control, and they offer access 430 
to internetworks and connection between geographically distant nodes. 431 

■ Not all WAN services are available in all locations. 432 

■ WAN customers pay service providers for WAN connections, including 433 
dialup, leased line, ISDN and Frame Relay. 434 

■ WANs have a variety of protocols that all operate at physical, data link, and 435 
network layers of the OSI model. 436 

■ WAN switching methods include packet switching (Frame Relay), circuit 437 
switching (ISDN), and cell switching (ATM). 438 

 439 

 440 
 441 
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7.2 Dialup Access Technologies  442 

Overview 443 

This lesson describes the functions and operation of dialup access technologies, 444 
including ISDN, PPP, PAP, CHAP, and HDLC. This lesson also introduces the primary 445 
WAN OSI Layer 2 encapsulation formats: PPP and HDLC.  446 
 447 
 448 

Objectives 449 
Upon completing this lesson, you will be able to: 450 
 451 

■ Describe the function and operation of ISDN 452 

■ Describe the function and operation of PPP  453 

■ Describe the function and operation of PAP 454 

■ Describe the function and operation of CHAP 455 

■ Describe the function and operation of HDLC  456 

Outline 457 
This lesson includes these sections: 458 
 459 

■ Overview 460 

■ ISDN  461 

■ PPP 462 

■ PAP 463 

■ CHAP 464 

■ HDLC 465 

■ Summary 466 

 467 
468 
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7.2.1 ISDN 468 

Figure 1: ISDN 469 

 470 
 471 

Figure 2: BRI and PRI  472 

 473 
 474 
Integrated Services Digital Network (ISDN) refers to a set of communication 475 
protocols proposed by telephone companies to permit telephone networks to carry 476 
data, voice, and video (see Figure [1]).  477 
 478 
In general, ISDN provides a set of digital services that concurrently deliver voice, 479 
data, text, graphics, music, video, and information to end users. ISDN was 480 
developed to permit faster access over existing telephone systems without the 481 
additional call setup time.  482 
 483 
ISDN offers two types of services: Basic Rate Interface (BRI) or Primary Rate 484 
Interface (PRI). 485 
 486 
The ISDN BRI service, intended for the home and small enterprise, provides two B 487 
channels (128 Kbps) and one D channel (16 Kbps). The BRI B channel carries user 488 
data, whereas the BRI D channel usually carries control and signaling information.  489 
  490 
The ISDN PRI service, intended for larger installations, delivers 23 B channels and 491 
one D channel in North America for a total bit rate of up to 1.544 Mbps (T1).  492 
 493 
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In Europe, Australia, and other parts of the world, ISDN PRI provides 30 B 494 
channels and one D channel, for a total bit rate of up to 2.048 Mbps (E1) (see Figure 495 
[2]).   496 

Practice 497 
1. Which of the following statements pertaining to ISDN is true? 498 
 499 

A. The ISDN BRI offers two B channels and one D channel. 500 
B. The D channel, operating at 16 Kbps, is meant to carry user data. 501 
C. The ISDN BRI offers 23 B channels and one D channel in North 502 

America. ** 503 
D. The total bit rate of the ISDN BRI is 2.533 Mbps. 504 

 505 
506 
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7.2.2 PPP 506 

Figure 1: PPP  507 

 508 
 509 

Figure 2: PPP Elements  510 

 511 
 512 

Figure 3: PPP Encapsulation 513 

 514 
 515 
In the late 1980s, Serial Line Internet Protocol (SLIP) was limiting growth of the 516 
Internet. Point-to-Point Protocol (PPP) was created to solve remote Internet 517 
connectivity problems (see Figure [1). Additionally, PPP was needed to be able to 518 
dynamically assign IP addresses and allow for use of multiple routed protocols. PPP 519 
provides router-to-router and host-to-network connections over both synchronous 520 
and asynchronous circuits.  521 

PPP 
Encapsulation
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 522 
The PPP provides a standard method for transporting multi-protocol datagrams over 523 
point-to-point links. PPP is comprised of three main components (see Figure [2]):  524 
 525 

■ A method for encapsulating multi-protocol datagrams.  526 

■ A Link Control Protocol (LCP) for establishing, configuring, and testing the 527 
data-link connection.  528 

■ A family of Network Control Protocols (NCPs) for establishing and 529 
configuring different network-layer protocols.  530 

 531 
In order to be sufficiently versatile to be portable to a wide variety of environments, 532 
PPP provides a Link Control Protocol (LCP). The LCP is used to automatically 533 
agree upon the encapsulation format options, handle varying limits on sizes of 534 
packets, detect a looped-back link and other common misconfiguration errors, and 535 
terminate the link. Other optional facilities provided are authentication of the 536 
identity of its peer on the link, and determination when a link is functioning 537 
properly and when it is failing.  538 
 539 
The authentication phase of a PPP session is optional. After the link has been 540 
established and the authentication protocol chosen, the peer can be authenticated. If 541 
it is used, authentication takes place before the network-layer protocol configuration 542 
phase begins.  543 
 544 
The authentication options require that the calling side of the link enter 545 
authentication information to help ensure that the user has the network 546 
administrator's permission to make the call. Peer routers exchange authentication 547 
messages. 548 
 549 
When configuring PPP authentication, you can select Password Authentication 550 
Protocol (PAP) or Challenge Handshake Authentication Protocol (CHAP). In 551 
general, CHAP is the preferred protocol. PAP and CHAP are discussed in the 552 
following sections. 553 
 554 
PPP Encapsulation [3] 555 
PPP is a standard serial-line encapsulation method (described in RFCs 1332 and 556 
1661). This protocol can, among other things, check for link quality during 557 
connection establishment. In addition, there is support for authentication through 558 
Password Authentication Protocol (PAP) and Challenge Handshake Authentication 559 
Protocol (CHAP).   560 

Practice 561 
1. Which protocol does PPP use for establishing and maintaining point-to-point 562 

connections? 563 
 564 

A. HDLC 565 
B. LCP ** 566 
C. LAPD 567 
D. Cisco IETF 568 

 569 
 570 
 571 
 572 

573 
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7.2.3 PAP 573 

Figure 1: PAP  574 

 575 
 576 
As shown in Figure [1], PAP provides a simple method for a remote node to 577 
establish its identity, using a two-way handshake. After the PPP link establishment 578 
phase is complete, a username/password pair is repeatedly sent by the remote node 579 
across the link until authentication is acknowledged or the connection is terminated. 580 
PAP is not a strong authentication protocol. Passwords are sent across the link in 581 
clear text (not encrypted), and there is no protection from playback or repeated trial-582 
and-error attacks. The remote node controls the frequency and timing of the login 583 
attempts. 584 

Practice 585 
1. What type of handshaking occurs when PAP is your selected authentication 586 

when using PPP? 587 
 588 

A. One-way 589 
B. Two-way ** 590 
C. Three-way 591 
D. Four-way 592 
 593 

594 

Remote Router
(Santa Cruz)

Central-Site Router 
(Headquarters)

PAP 
Two-Way Handshake

Accept/Reject 
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7.2.4 CHAP 594 

Figure 1: CHAP  595 

 596 
 597 
CHAP is used to periodically verify the identity of the remote node, using a three-598 
way handshake, as shown in Figure [1]. This is done upon initial link establishment 599 
and can be repeated any time after the link has been established. CHAP offers 600 
features such as periodic verification to improve security, making CHAP more 601 
effective than PAP. PAP verifies only once, making it vulnerable to hacks and 602 
modem playback.  603 
 604 
Further, PAP allows the caller to attempt authentication at will (without first 605 
receiving a challenge), making it vulnerable to brute-force attacks, whereas CHAP 606 
does not allow a caller to attempt authentication without a challenge.  607 
 608 
After the PPP link establishment phase is complete, the host sends a challenge 609 
message to the remote node. The remote node responds with a value. The response 610 
value is calculated based on the shared password between the two devices. The host 611 
checks the response against its own calculated value. If the values match, the 612 
authentication is acknowledged. Otherwise, the connection is terminated. 613 
 614 
CHAP provides protection against playback attacks through the use of a variable 615 
challenge value that is unique and unpredictable. The use of repeated challenges is 616 
intended to limit the time of exposure to any single attack. The local router (or a 617 
third-party authentication server, such as Netscape Commerce Server) controls the 618 
frequency and timing of the challenges. 619 

Practice 620 
1. What type of handshaking occurs when CHAP is your selected authentication 621 

when using PPP? 622 
 623 

A. One-way 624 
B. Two-way 625 
C. Three-way ** 626 
D. Four-way 627 

 628 
 629 

 630 
631 

Remote Router
(Santa Cruz)

Central-Site Router 
(Headquarters

CHAP 
Three-Way Handshake 
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7.2.5 HDLC 631 

Figure 1: HDLC and Cisco HDLC  632 

 633 
 634 
High-Level Data Link Control (HDLC) is an IOS standard data link layer protocol. 635 
It specifies an encapsulation method for data on synchronous serial data links using 636 
frame character and checksum. HDLC supports both point-to-point and multipoint 637 
configurations. No authentication can be used with HDLC. HDLC might not be 638 
compatible between different vendors because of the way each vendor has chosen to 639 
implement it. 640 
 641 
HDLC is Cisco�s default encapsulation for serial lines. This implementation is very 642 
streamlined; there is no windowing or flow control, and only point-to-point 643 
connections are allowed. Cisco�s HDLC is proprietary�it will not communicate 644 
with any other vendor�s HDLC implementation. 645 
 646 
As shown in Figure [1], the reason that each vendor has a proprietary HDLC 647 
encapsulation method is that each vendor has a different way for the HDLC protocol 648 
to communicate with the network layer protocols. This proprietary header is placed 649 
in the data field of the HDLC encapsulation. The Address field is always set to all 650 
ones. Furthermore, Cisco�s HDLC include a 2-byte proprietary type code is inserted 651 
after the control field, meaning that the Cisco�s HDLC framing is not interoperable 652 
with other vendors' equipment.   653 
 654 
If both ends of a dedicated-line connection are routers or access servers running 655 
Cisco IOS® Software, Cisco�s HDLC encapsulation typically is used. Because 656 
HDLC encapsulation methods may vary, you should use PPP with devices that are 657 
not running Cisco IOS Software. 658 

Practice 659 
1. Which encapsulation type is the default encapsulation for serial interfaces on a 660 

Cisco router? 661 
 662 

A. PPP 663 
B. HDLC ** 664 
C. Frame Relay 665 
D. X.25 666 

 667 
668 
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Summary 668 

This section summarizes the key points you learned in this lesson. 669 
 670 

■ There are two ISDN services: BRI and PRI. 671 

■ ISDN provides an integrated data, voice and video capability that uses the 672 
public switched network. 673 

■ You can select PAP or CHAP when configuring PPP authentication.   674 

■ PAP is not a strong authentication protocol. 675 

■ CHAP provides protection against playback attacks through the use of a 676 
variable challenge value that is unique and unpredictable. 677 

■ WAN encapsulation formats include PPP and HDLC encapsulation. 678 

■ HDLC is Cisco�s default encapsulation for serial line. 679 
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7.3 Analog Modems  680 

Overview 681 

This lesson describes different types of analog modems and the analog modem 682 
standards.  683 
 684 

Objectives 685 
Upon completing this lesson, you will be able to: 686 
 687 

■ Describe analog modem types 688 

■ Describe commonly used analog modem standards 689 

Outline 690 
This lesson includes these sections: 691 
 692 

■ Overview 693 

■ Modem Types 694 

■ Analog Modem Standards 695 

■ Summary 696 

 697 
698 
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7.3.1 Modem Overview 698 

Figure 1: Modem Transmission  699 

 700 
 701 
Figure 2: Internal Modems  702 

 703 
 704 

Figure 3: External Modem  705 

 706 
 707 
A modem is an electronic device that is used for computer communications through 708 
telephone lines. It allows data transfer between one computer and another over the 709 
PSTN. Typically, modems send data in blocks of bytes. After each block, some 710 
basic math is performed to analyze the block, and the computer on the receiving end 711 
is asked whether it agrees with the results. If any differences appear, the block is 712 

Jumpered Pins

Typical Internal 
Modem Card

RJ-11 Jacks for 
Attaching Phone 

Line 

RJ-11 Jacks to 
Connect Phone Line

Typical External Modem

Power Cord 
Connector

Status Indicator 
Lights

Serial Cable 
Connector
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sent again. The modems convert digital data to analog signals and analog signals 713 
back to digital data.  714 
 715 
The term modem actually derives from the function of this device. The process of 716 
converting analog signals to digital and back again is called 717 
modulation/demodulation (hence the term modem).  718 
 719 
A typical modem connection is depicted in Figure [1]. The modems connect digital 720 
computers to the digital telecommunications company (Telco) network via analog 721 
local loops. When the Telco switch receives the modems�s analog signal, it must 722 
encode the signals so that it can traverse the digital network. 723 
 724 
Modem-based transmission is remarkably accurate, despite the fact that telephone 725 
lines can be quite noisy because of clicks, static, and other problems. 726 
 727 
There are four main types of modems:  728 
 729 

■ Expansion cards: They are the most common. They plug into the 730 
motherboard expansion slots (Industry-Standard Architecture [ISA] or 731 
peripheral component interconnect [PCI]) and are called internal modems.  732 

■ PC Card modems: They are a variation of modems designed for easy 733 
installation in notebook computers. Also known as PC Cards, they look like 734 
credit cards and are small and very portable. 735 

■ External modems: They can be used with any computer by simply 736 
plugging into a serial port (COM1 or COM2) on the back of the computer.  737 

■ Built-in modems: Some notebook computers have dedicated, built-in 738 
modems. 739 

Internal modems simply plug into one of the expansion slots on the motherboard 740 
(see Figure [2]). These internal modem varieties, therefore, do not take up extra 741 
space on the desktop. They usually cost a little less than the ones that are plugged 742 
externally into the computer. To configure them, jumpers may have to be set in 743 
order to select the interrupt request (IRQ) line and input/output (I/O) addresses. No 744 
configuration is needed for a �plug-and-play� modem, which is installed on a 745 
motherboard that supports plug and play. A modem using a serial (COM) port that 746 
is not yet in use must be configured. Additionally, the software drivers that come 747 
with the modem must be installed for the modem to work.  748 
 749 
External modems are typically a bit more expensive than the internal varieties (see 750 
Figure [3]). However, they connect to the computer simply by plugging into one of 751 
the serial ports. The computer case does not have to be opened. Newer universal 752 
serial bus -(USB) modems are plugged into a USB port or hub. An external modem 753 
uses the IRQ and I/O address assigned to the serial port. A status light on the 754 
modem indicates whether or not the modem is on line. Software must be installed in 755 
order for the external modem to work properly.   756 

Practice 757 
1. Which of the following is true of analog modems? 758 
 759 

A. They allow data transfer between one computer and another over the 760 
PSTN. 761 

B. They send data in blocks of bytes. 762 
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C. They convert digital data to analog signals and vice versa. 763 
D. All of the above. ** 764 

765 
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7.3.2 Analog Modem Standards 765 

Figure1: Analog Modem Standards 766 

Standard  Meaning  
V.22bis The first true worldwide standard for full-duplex modems 

sending and receiving data across telephone line at 2400 bps 
at 600 baud. 

V.32  The standard for full-duplex modems allows sending and 
receiving data across phone lines at 4800 or 9600 bps at 2400 
baud. V.32 modems automatically adjust their transmission 
speed based on the quality of the lines. 

V.34  The standard for full-duplex modems sending and receiving 
data across phone lines at up to 28.8 Kbps. V.34 modems 
automatically adjust their transmission speed based on the 
quality of the lines. It is backward compatible with V.32. 

V.42  It has the same transfer rate as V.32, but with better error 
correction and therefore more reliable. V.42 can be used with 
digital telephone networks. 

V.90  The standard for full-duplex modems sending and receiving 
data across phone lines at up to 56 Kbps downstream. 

 767 
A modem modulates outgoing digital signals from a computer or other digital device 768 
to analog signals for a conventional copper twisted pair telephone line and 769 
demodulates the incoming analog signal and converts it to a digital signal for the 770 
digital device. Modems work at OSI model Layer 1. At Layer 2, a protocol like PPP 771 
is often used. 772 
 773 
Figure [1] includes several most commonly used modem standards approved by the 774 
International Telecommunications Union (ITU-T).  775 
 776 
The first true worldwide standard for modems is V.22bit, which allows 2400 bits 777 
per second (bps) at 600 baud. V.34 is a full-duplex modem standard that allows the 778 
modems to send and receive data across phone lines at up to 28.8 Kbps and 19.2 779 
Kbps. V.34 modems can automatically adjust their transmission rate according to 780 
the quality of the phone lines. 781 
 782 
V.90 standard was approved by ITU-T in February 1998. V.90 allows the data 783 
downstream transmission rate up to 56,000 bps and data upstream transmission rate 784 
up to 33,000 bps. V.90 standard was a combination of the x2 technology from US 785 
Robotics (now part of 3Com) and the K56flex technology from Rockwell. 786 
 787 
In recent years, the 2400 bits per second modem that could carry e-mail has become 788 
obsolete. 14.4 Kbps and 28.8 Kbps modems were temporary landing places on the 789 
way to the much higher bandwidth devices and carriers of tomorrow. From early 790 
1998, most new personal computers came with 56 Kbps modems.  791 

Practice 792 
1. Which of the following cable standard allows 56,000 bps downstream data 793 

transmission rate? 794 
 795 

A. V.32 796 
B. V.34 797 
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C. V.42 798 
D. V.90 ** 799 

 800 
 801 
 802 
 803 
 804 

805 
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Summary 805 

This section summarizes the key points you learned in this lesson. 806 
 807 

■ There are several types of analog modems. The four main types are internal, 808 
external, PC Card, and built-in (notebook) modems. 809 

■ Modems work at OSI model Layer 1. 810 

■ V.90 standard allows the data downstream rate up to 56 Kbps.  811 

 812 

 813 
 814 



Copyright   2002, Cisco Systems, Inc. Module 7: WAN Technologies 7-33 

7.4 DSL  815 

Overview 816 

This lesson describes two main different types of DSL, DSL standards, and DSL 817 
encapsulation and protocols. This lesson also discusses the advantages and 818 
disadvantages of the DSL technology. 819 
 820 

Objectives 821 
Upon completing this lesson, you will be able to: 822 
 823 

■ Define DSL 824 

■ Identify different types of DSL 825 

■ Describe DSL standards  826 

■ Describe DSL encapsulation and protocols 827 

■ Describe benefits of DSL 828 

Outline 829 
This lesson includes these sections: 830 
 831 

■ Overview 832 

■ Basic DSL 833 

■ DSL Types 834 

■ DSL Standards 835 

■ Encapsulation and Protocols 836 

■ DSL Benefits 837 

■ Summary 838 

 839 
840 
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7.4.1 Basic DSL 840 

Figure 1: DSL 841 

 842 
 843 
Figure 2: Cisco 827 ADSL Router 844 

 845 
 846 
Digital subscriber line (DSL) technology is a modem technology that uses existing 847 
twisted-pair telephone lines to transport high-bandwidth data, such as multimedia 848 
and video, to service subscribers. Because DSL uses existing phone lines, in most 849 
cases there is no need to dig a new trench as with cable or install a dish as with 850 
wireless (see Figure [1]). Wherever there is a phone line there is the potential of 851 
getting DSL service, if the line conditions are right, for example, you must be within 852 
a certain distance of the central office and the central office must have DSL 853 
equipment to connect to.   854 

 855 
Products such as the Cisco 827 ADSL router integrate a fully functional Cisco IOS 856 
router and DSL modem into one unit (see Figure [2]). 857 
 858 
DSL provide a full-time connection. As soon as users turn on their computers 859 
connected to the DSL modem, they are connected. This setup removes the time and 860 
effort of dialing in to establish a connection.   861 

Practice 862 
1. Which of the following media is used by DSL to transport data? 863 
 864 

A. Existing coaxial cable TV lines 865 
B. Existing twisted-pair telephone lines ** 866 
C. Existing Ethernet lines 867 
D. Wireless transmission  868 

 869 
870 
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7.4.2 DSL Types 870 

Figure 1: DSL Service Types Overview  871 

 872 
 873 
The two basic types of DSL technologies are asymmetric (ADSL) and symmetric 874 
(SDSL). All forms of DSL service are categorized as one or the other, and there are 875 
numerous varieties of each type.  876 
 877 
The term xDSL is sometimes used to refer generically to any of the various forms 878 
that exist. Asymmetric service provides a higher download or downstream speed (in 879 
bits per second, or bps) than upstream speeds. Symmetric service provides the same 880 
speed in both directions.   881 
 882 
Downstream information, such as requested Web pages, comes from the Internet to 883 
the user (from the central office [CO] to the subscriber). Upstream information is 884 
sent from the user to the Internet (from the subscriber to the CO). Asymmetric types 885 
of DSL generally use analog transmission encoding (modulation) technology, 886 
whereas symmetric forms generally use digital transmission encoding (modulation) 887 
techniques. 888 

Practice 889 
1. What are the two basic types of DSL technology? 890 
 891 

A. Downstream DSL and Upstream DSL 892 
B. xDSL and yDSL 893 
C. Asymmetric DSL and Symmetric DSL ** 894 
D. None of the above 895 

 896 
897 
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7.4.3 DSL Standards 897 

Figure 1: DSL Standards  898 

Industry Consortia and Useful URLs 

DSL Forum     http://www.dslforum.org 

DSL Reports                 http://www.dslreports.com 

DSL Life     http://www.dsllife.com 

Telcordia     http://www.telcordia.com 

Telechoice     http://www.xdsl.com 

IEC International Engineering Consortium http://www.iec.org 

 

Standards Organizations and Useful URLs 

ANSI       American National Standards Organization  http://www.ansi.org 

ATIS (T1) Alliance for Telecommunications Industry Standards http://www.atis.org 

DAVIC    Digital Audio Video Council        http://www.davic.org 

ETSI       European Telecommunications Standards Institute   http://www.etsi.org 

IEEE      Institute for Electrical and Electronics Engineers http://www.ieee.org 

ITU-T     International Telecommunications Union      http://www.itu.int 

 899 
Figure 2: DSL Technologies Standards Comparison  900 

DSL Types Standards Modulation/E
ncoding 
Technique 

Speed Distance Limit 

ADSL Full 
/G.DMT 

ANSI T1.413 
Issue 2ITU-
U G.992.1 

DMT2 Downstream speeds of 384 
Kbps to 6 Mbps; upstream 
slower 

18,000 feet on 1.544 
Mbps; 16,000 feet on 
1.028 Mbps 

G.Lite  ITU-T G 
992.2 

DMT2 1.544 Mbps to 6 Mbps, 
depending on the subscribed 
service 

18,000 feet on 24 gauge 
wire 

Very-High-
Data-Rate 
DSL (VDSL) 

ETSI and 
ANSI in 
process 

DMT/SCM 12.96 Mbps to 52.8 Mbps for 
both upstream and 
downstream. 

45,00 feet at 12.96 Mbps; 
3,00 feet at 25.82 Mbps; 
1,000 feet at 51.84 Mbps 

ISDN DSL 
(IDSL) 

ANSI TR 28 2B1Q 144 Kbps for both upstream 
and downstream. 

18,000 feet on 24 gauge 
wire 

SDSL None 2B1Q Up to 3 Mbps for both upstream 
and downstream 

12,000 feet on 24 gauge 
wire 

High-Data-
Rate DSL 
(HDSL) 

ITU G991.1, 
ANSI TR 28 

2B1Q 768 Kbps for both upstream 
and downstream. 

12,000 feet on 24 gauge 
wire 

G.SHDSL ITU G.991.2 TC PAM 192 kbps - 2.360 Mbps or 
384 kbps - 4.720 Mbps for both 
upstream and downstream 

1,500 feet - 60,000 feet 

  901 
Note: ADSLs are marked in Red; SDSLs are marked in green. 902 



Copyright   2002, Cisco Systems, Inc. Module 7: WAN Technologies 7-37 

 903 
Standards benefit the consumer and the industry in general. They may take a while 904 
to evolve, but they tend to level the playing field, allowing more competition with 905 
improved interoperability. They also contribute to consumer confidence. Numerous 906 
standards organizations and industry consortia have contributed to the evolution of 907 
DSL. Among these are the DSL Forum, ANSI, ITU-T, DAVIC, and ETSI. Web sites 908 
for these organizations and others are listed in Figure [1] along with some other 909 
informative DSL Web sites. 910 
 911 
Figure [2] lists each DSL technology and the relevant standards organizations and 912 
standard numbers associated with those technologies. Not all the DSL technologies 913 
listed have a standard associated with them. Also listed is the modulation or 914 
encoding standard(s) used by the DSL modems to place digital data bits onto the 915 
wire. The most important standards listed in Figure [2] are asymmetric DSL 916 
standards G.992.1 (G.DMT) and G.992.2 (G.lite) as well as symmetric standard 917 
G.991.2 (G.SHDSL). These international standards are supported by all vendors 918 
who are currently building DSL. 919 

Practice 920 
1. Which of the following standard organizations and industry have contributed to 921 

the evolution of DSL? 922 
 923 

A. ANSI 924 
B. ITU-T 925 
C. ETSI 926 
D. All of the above ** 927 

 928 
 929 

930 
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7.4.4 Encapsulation and Protocols 930 

Figure 1: OSI and DSL Related Protocols  931 

 932 
 933 
DSL operates at Layer 1 or the physical layer of the OSI model. It is basically a bit 934 
pump data-transmission technology that relies on higher-layer protocols to 935 
encapsulate the data to the central office and the Internet service provider (ISP). 936 
Protocols most often include Layer 2 protocols such as Ethernet, ATM, and PPP, as 937 
well as the IP Layer 3 protocol. Other higher-layer protocols such as Dynamic Host 938 
Configuration Protocol (DHCP) and Domain Name System (DNS) and services 939 
such as Remote Authentication Dial-In User Service (RADIUS) also play a part in 940 
the complete DSL picture from subscriber to ISP. The DSL provider and ISP also 941 
have a choice of providing bridged or routed service to the subscriber. 942 

Practice 943 
1. Which of the Layer 2 protocols are often used by DSL? 944 
 945 

A. HDLC 946 
B. IPX 947 
C. PPP ** 948 
D. LLC 949 

 950 
 951 

 952 
 953 

954 



Copyright   2002, Cisco Systems, Inc. Module 7: WAN Technologies 7-39 

7.4.5 DSL Benefits 954 

Figure 1: Advantages and Disadvantages of DSL  955 

Advantages of DSL 956 
- DSL offers speeds up to and exceeding those of T-1, at just a fraction of 957 

the cost. 958 
- DSL service can be added incrementally as more users subscribe. 959 
- Both voice and data can be transmitted over the same line at the same 960 

time. 961 
- DSL is an always-on technology. This means users do not need to dial 962 

up each time they wish to connect to the Internet.  963 
- DSL is backward compatible with conventional analog phones. 964 
 965 
Disadvantage of DSL 966 
- The availability of DSL is presently still limited, with service for most 967 

“flavors” or varieties only possible for areas that fall within a specified 968 
number of feed from the telephone company central office (CO) of the 969 
service provider. 970 

- The telephone company CO that is servicing the location must have DSL 971 
equipment installed. 972 

- The best form of voice support is still being debated. 973 
 974 
DSL service can be added incrementally in any area. That means that the service 975 
provider can literally start up with a handful of clients and upgrade the bandwidth to 976 
coincide with the growth in subscriber. DSL is also backward compatible with 977 
analog voice and makes good use of the existing local loop. This means that very 978 
little need to be done to use the cable services simultaneously with normal phone 979 
service. 980 
 981 
However, DSL suffers from distance limitations. Most DSL service offerings 982 
currently require the customer to be within 18,000 feet of the provider�s central 983 
office (CO) location. Additionally, the longer and older loops present problems, and 984 
the best form of voice support is still being debated. Also, upstream (upload) speed 985 
is usually considerably lower than the downstream (download) speed. 986 

Practice  987 
1. Which of the following is not one of the benefits of DSL? 988 
 989 

A. DSL service can be added incrementally in any area. 990 
B. DSL is backward compatible with conventional analog voice. 991 
C. DSL service has distance limitations. ** 992 
D. DSL is an always-on technology. 993 

994 
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Summary 994 

This section summarizes the key points you learned in this lesson. 995 
 996 

■ DSL operates at Layer 1 of the OSI model. 997 

■ DSL is a relatively new and developing WAN technology that uses existing 998 
twisted-pair telephone lines to transport data. 999 

■ There are two basic types of DSL technology: asymmetric and symmetric. 1000 
Asymmetric service provides a higher downstream speed than upstream 1001 
speed. Symmetric service provides the same speed in both directions. 1002 

■ G.992.1 and G992.2 are asymmetric DSL standards, and G991.2 is a 1003 
symmetric standard. 1004 

■ DSL service can be added incrementally as more users subscribe. However, 1005 
DSL service has distance limitations. 1006 

 1007 

 1008 

 1009 
 1010 
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7.5 Cable Modems  1011 

Overview 1012 

This lesson describes cable modem, cable-modem transmission, and the benefits of 1013 
cable modem. 1014 
 1015 

Objectives 1016 
Upon completing this lesson, you will be able to: 1017 
 1018 

■ Describe cable-modem types 1019 

■ Describe cable-modem transmission 1020 

■ Describe benefits of cable modems 1021 

Outline 1022 
This lesson includes these sections: 1023 
 1024 

■ Overview 1025 

■ Cable-Modem Basic 1026 

■ Cable-Modem Transmission 1027 

■ Cable-Modem Benefits 1028 

■ Summary 1029 

 1030 
1031 
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7.5.1 Cable-Modem Basics 1031 

Figure 1: Cisco uBR 900 Universal Broadband Router Cable Modem 1032 

 1033 
 1034 
Cable modems enable two-way, high-speed data transmissions using the same 1035 
coaxial lines that transmit cable television. Some cable service providers are 1036 
promising data speeds up to 6.5 times that of T1 leased lines. This speed makes 1037 
cable an attractive medium for transferring large amounts of digital information 1038 
quickly, including video clips, audio files, and large chunks of data. Information that 1039 
would take two minutes to download using ISDN BRI can be downloaded in two 1040 
seconds through a cable-modem connection.  1041 
 1042 
Cable-modem access provides speeds superior to leased lines, with lower costs and 1043 
simpler installation. When the cable infrastructure is in place, a firm can connect 1044 
through installation of a modem or router. Additionally, because cable modems do 1045 
not use the telephone system infrastructure, there are no local-loop charges. 1046 
Products such as the Cisco uBR 904 Universal Broadband Router Cable Modem 1047 
make cable access an even more attractive investment by integrating a fully 1048 
functional Cisco IOS router, four-port hub, and cable modem into one unit (see 1049 
Figure [1]). This combination allows businesses to replace combinations of routers, 1050 
bridges, hubs, and single-port cable modems with one product.  1051 
 1052 
Cable modems provide a full-time connection. As soon as users turn on their 1053 
computers, they are connected to the Internet. This setup removes the time and 1054 
effort of dialing in to establish a connection. The �always-on� cable connection also 1055 
means that a company's �information pipe� is open at all times. This setup increases 1056 
the vulnerability of data to hackers and is a good reason to install firewalls and 1057 
configure cable routers to maximize security. Fortunately, the industry is moving 1058 
toward the standardization of cable modems, and the move is likely to address 1059 
encryption needs. For instance, new models of the Cisco uBR 904 Cable Modem 1060 
will provide IP Security (IPSec) and firewall capabilities. These features protect 1061 
company LANs and provide virtual private network (VPN) tunneling, with options 1062 
for authentication and encryption.  1063 
 1064 
 1065 
 1066 



Copyright   2002, Cisco Systems, Inc. Module 7: WAN Technologies 7-43 

 1067 
There is currently no standard for cable modems in the cable access industry. As a 1068 
result, there are many competing proprietary products. Cable service, speed, 1069 
reliability, setup, and configurations may vary significantly from one cable company 1070 
to another. Currently, the most common cable-modem brands are from Cisco 1071 
Systems, 3Com, Com21, Bay Networks, Motorola, RCA, Toshiba, and Terayon. 1072 
The following sites offer more information: 1073 
 1074 

http://www.catv.org 1075 
http://www.cable-modems.org/tutorial/index.htm 1076 

Practice 1077 
1. Which of the following media is used by DSL to transport data? 1078 
 1079 

A. Existing coaxial cable TV lines ** 1080 
B. Existing twisted-pair telephone lines  1081 
C. Existing Ethernet lines 1082 
D. None of the above  1083 

 1084 
 1085 
 1086 
 1087 
 1088 

1089 
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7.5.2 How Cable Modems Work 1089 

Figure 1: How Cable Modems Work  1090 

 1091 
 1092 

Figure 2: How Cable Modems Work  1093 

 1094 
 1095 
Like analog modems, cable modems modulate and demodulate data signals. 1096 
However, cable modems incorporate more functionality designed for today�s high-1097 
speed Internet services. In a cable network, data flowing from the network to the 1098 
user is referred to as downstream and data flowing from the user to the network is 1099 
referred to as upstream. From a user perspective, a cable modem is a 64/Quadrature 1100 
amplitude modulation (QAM) radio frequency (RF) receiver capable of delivering 1101 
up to 30 to 40 Mbps of data in one 6 MHz cable channel. This is almost 500 times 1102 
faster than a 56 Kbps modem. The headend manages traffic flow from the user to 1103 
the network (see Figure [1]). 1104 
 1105 
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Note: Quadrature amplitude modulation (QAM) is a method for encoding digital 1106 
data in an analog signal in which each combination of phase and amplitude 1107 
represents one of 16 four-bit patterns. 1108 
 1109 
With a cable modem, a subscriber can continue to receive cable television service 1110 
while simultaneously receiving data to be delivered to a personal computer. This is 1111 
accomplished with the help of a simple one-to-two splitter (see Figure [2]). The data 1112 
service offered by a cable modem can be shared by up to 16 users in a LAN 1113 
configuration. 1114 

Practice 1115 
1. Which of the following best describe upstream? 1116 
 1117 

A. Data flowing from the user to the network. ** 1118 
B. Data flowing from the network to the user. 1119 
C. Data flowing between networks 1120 
D. Data flowing between routers. 1121 

 1122 
 1123 

1124 
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7.5.3 Cable-Modem Benefits 1124 

Figure 1: Advantages and Disadvantages of Cable Modems  1125 

 1126 
 1127 
The advantage of using cable-modem high-speed access is that coaxial cable wiring 1128 
offers greater bandwidth using broadband for more applications to the home 1129 
network LAN. Additionally, cable lines are already in place in most of the country 1130 
because of the wide deployment of cable television throughout the last few decades. 1131 
Therefore, cable-modem high-speed Internet access is more readily available in 1132 
most areas than DSL. 1133 
 1134 
Unfortunately, upgrading of the cabling infrastructure that is needed to support 1135 
cable-modem technology has been slow, so most homes in the United States cannot 1136 
use this technology. Upgrading is a big investment, particularly for small providers. 1137 

Practice 1138 
1. Which of the following is an advantage of cable modem? 1139 
 1140 

A. Upgrading of the cabling infrastructure. 1141 
B. Because cable modems exist in a shared-media structure, the more users 1142 

come on the network, the less bandwidth is available for each user. 1143 
C. Coaxial cable wiring offers greater bandwidth using broadband for 1144 

more applications to the home network. ** 1145 
D. None of the above 1146 

 1147 
1148 
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7.5.4 Cable and the OSI Model 1148 

Figure 1: Cable and the OSI Model  1149 

 1150 
 1151 
The cable data system comprises many different technologies and standards. For 1152 
cable modems to be mainstreamed, modems from different vendors must 1153 
interoperable. 1154 
 1155 
Physical Layer 1156 
Downstream Data Channel 1157 
At the physical layer, downstream data channel is based on North American digital 1158 
video specifications (specifically, International Telecommunications Union [ITU-T] 1159 
Recommendation J.83 Annex B) and includes the following features:  1160 
 1161 

■ 64 and 256 quadrature amplitude modulation (QAM)  1162 

■ 6 MHz-occupied spectrum that coexists with other signals in the cable plant  1163 

■ Variable-length interleaving support, both latency-sensitive and latency-1164 
insensitive data services  1165 

■ Contiguous serial bit stream with no implied framing, providing complete 1166 
physical and MAC-layer decoupling  1167 

 1168 
Upstream Data Channel 1169 
The upstream data channel is a shared channel featuring the following:  1170 
 1171 

■ Quaternary phase-shift keying (QPSK) and 16 QAM formats  1172 

■ Data rates from 320 kbps to 10 Mbps  1173 

■ Flexible and programmable cable modem under control of cable modem 1174 
terminal server (CMTS)  1175 

■ Time-division multiple access  1176 

■ Support of both fixed-frame and variable-length protocol data units (PDUs)  1177 

Note: Quaternary phase-shift keying (QPSK) is a digital frequency modulation 1178 
technique used for sending data over coaxial cable network. 1179 
 1180 
Data Link Layer 1181 
The data link layer provides the general requirements for many cable-modem 1182 
subscribers to share a single upstream data channel for transmission to the network. 1183 
Among these requirements are collision detection and retransmission capability. 1184 
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The large geographic reach of a cable data network poses special problems. These 1185 
problems are as a result of the transmission delay between users close to headend 1186 
versus users at a distance from cable headend. To compensate for cable losses and 1187 
delay as a result of distance, the MAC layer performs ranging, by which each cable 1188 
modem can assess time delay in transmitting to the headend. The MAC layer 1189 
supports:  1190 
 1191 

■ Timing and synchronization  1192 

■ Bandwidth allocation to cable modems at the control of CMTS  1193 

■ Error detection, handling and error recovery  1194 

■ Procedures for registering new cable modems  1195 

 1196 

Network Layer 1197 
Cable data networks use IP for communication from the cable modem to the 1198 
network. The Internet Engineering Task Force (IETF) compliant DHCP typically 1199 
forms the basis for IP address assignment and administration in the cable network.  1200 
 1201 
Transport Layer 1202 
Cable data networks support both the Transmission Control Protocol (TCP) and the 1203 
User Datagram Protocol (UDP) at the transport layer.  1204 
 1205 
Application Layer 1206 
All of the Internet-related applications are supported here. These applications 1207 
include HTTP, FTP, e-mail, Trivial File Transfer Protocol (TFTP), news, chat, and 1208 
Simple Network Management Protocol (SNMP). The use of SNMP provides for 1209 
management of the CMTS and cable data networks.  1210 

Practice 1211 
1. Which of the following applications is supported by the cable network? 1212 
 1213 

A. HTTP 1214 
B. FTP 1215 
C. SNMP 1216 
D. All of the above ** 1217 

1218 
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Summary 1218 

This section summarizes the key points you learned in this lesson. 1219 
 1220 

■ Cable modems put data signals on the same cable as television signals. 1221 
Cable-modem access provides speed superior to leased lines, and cable 1222 
modems provide a full-time connection. 1223 

■ The advantage of using cable-modem access is that coaxial cable is already 1224 
in place in most of the country. However, the disadvantage is that the cable 1225 
modem shares the media with cable TV. Thus, the more users that come on 1226 
the network the less bandwidth is available for users. 1227 

 1228 
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Summary 1229 

This module includes these key points: 1230 
 1231 

■ WAN connection has several options, including dialup, ISDN, leased line, 1232 
Frame Relay, ATM, DSL, and so on. 1233 

■ WAN switching methods include packet switching, circuit switching, and 1234 
cell switching. 1235 

■ Frame Relay virtual circuits fall into two categories: PVC and SVC. 1236 

■ ISDN is a type of high-speed dialup access from the WAN to the home. 1237 
Two levels of service exist: the Basic Rate Interface (BRI), intended for 1238 
home and smaller enterprises, and Primary Rate Interface (PRI), for larger 1239 
installations. 1240 

■ When configuring PPP authentication, you can select Password 1241 
Authentication Protocol (PAP) or Challenge Handshake Authentication 1242 
Protocol (CHAP). In general, CHAP is the preferred protocol. 1243 

■ Analog modem provides connection at 56Kbps or less using the existing 1244 
telephone lines. 1245 

■ DSL modem provides high-speed connection using the existing telephone 1246 
lines. DSL comes in two categories, Asymmetric or Symmetric service. 1247 

■ Cable modem provides high-speed connection using the existing Cable 1248 
Television lines. 1249 

 1250 

 1251 
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