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The products and specifications, configurations, and other technical information regarding the productsin this
manual are subject to change without notice. All statements, technical information, and recommendationsin
this manual are believed to be accurate but are presented without warranty of any kind, express or implied. Y ou
must take full responsibility for their application of any products specified in this manual.

LICENSE

PLEASE READ THESE TERMS AND CONDITIONS CAREFULLY BEFORE USING THE MANUAL,
DOCUMENTATION, AND/OR SOFTWARE (“MATERIALS’). BY USING THE MATERIALS YOU
AGREE TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS LICENSE. IF YOU DO NOT
AGREE WITH THE TERMS OF THIS LICENSE, PROMPTLY RETURN THE UNUSED MATERIALS
(WITH PROOF OF PAYMENT) TO THE PLACE OF PURCHASE FOR A FULL REFUND.

Cisco Systems, Inc. (“Cisco”) and its suppliers grant to you (“You") a nonexclusive and nontransferable
license to use the Cisco Materials solely for Y our own personal use. If the Materials include Cisco software
(“ Software”), Cisco grants to Y ou a nonexclusive and nontransferable license to use the Software in object
code form solely on asingle central processing unit owned or leased by Y ou or otherwise embedded in
equipment provided by Cisco. Y ou may make one (1) archival copy of the Software provided Y ou affix to such
copy al copyright, confidentiality, and proprietary notices that appear on the original. EXCEPT AS
EXPRESSLY AUTHORIZED ABOVE, YOU SHALL NOT: COPY, IN WHOLE OR IN PART,
MATERIALS; MODIFY THE SOFTWARE; REVERSE COMPILE OR REVERSE ASSEMBLE ALL OR
ANY PORTION OF THE SOFTWARE; OR RENT, LEASE, DISTRIBUTE, SELL, OR CREATE
DERIVATIVE WORKS OF THE MATERIALS.

Y ou agree that aspects of the licensed Materials, including the specific design and structure of individual
programs, constitute trade secrets and/or copyrighted material of Cisco. Y ou agree not to disclose, provide, or
otherwise make available such trade secrets or copyrighted material in any form to any third party without the
prior written consent of Cisco. Y ou agree to implement reasonable security measures to protect such trade
secrets and copyrighted Material. Title to the Materials shall remain solely with Cisco.

This Licenseis effective until terminated. Y ou may terminate this License at any time by destroying all copies
of the Materials. This License will terminate immediately without notice from Cisco if Y ou fail to comply with
any provision of this License. Upon termination, Y ou must destroy all copies of the Materials.

Software, including technical data, is subject to U.S. export control laws, including the U.S. Export
Administration Act and its associated regulations, and may be subject to export or import regulationsin other
countries. You agree to comply strictly with all such regulations and acknowledge that it has the responsibility
to obtain licenses to export, re-export, or import Software.

This License shall be governed by and construed in accordance with the laws of the State of California, United
States of America, asif performed wholly within the state and without giving effect to the principles of conflict
of law. If any portion hereof is found to be void or unenforceable, the remaining provisions of this License
shall remain in full force and effect. This License constitutes the entire License between the parties with respect
to the use of the Materials

Restricted Rights - Cisco’s software is provided to non-DOD agencies with RESTRICTED RIGHTS and its
supporting documentation is provided with LIMITED RIGHTS. Use, duplication, or disclosure by the U.S.
Government is subject to the restrictions as set forth in subparagraph “C” of the Commercial Computer
Software - Restricted Rights clause at FAR 52.227-19. In the event the saleisto aDOD agency, the U.S.
Government’ s rights in software, supporting documentation, and technical data are governed by the restrictions
in the Technical Data Commercial Items clause at DFARS 252.227-7015 and DFARS 227.7202.
DISCLAIMER OF WARRANTY. ALL MATERIALS ARE PROVIDED “ASIS” WITH ALL FAULTS.
CISCO AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING,
WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TOUSE THIS
MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. In no event shall Cisco’s or its suppliers' liability to Y ou, whether in contract, tort
(including negligence), or otherwise, exceed the price paid by Y ou. The foregoing limitations shall apply even
if the above-stated warranty fails of its essential purpose.

The following information is for FCC compliance of Class A devices: This equipment has been tested and
found to comply with the limits for a Class A digital device, pursuant to part 15 of the FCC rules. These limits
are designed to provide reasonable protection against harmful interference when the equipment is operated in a
commercia environment. This equipment generates, uses, and can radiate radio-frequency energy and, if not
installed and used in accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in aresidential areaislikely to cause harmful interference, in
which case users will be required to correct the interference at their own expense.

For [Review Omly



Thefollowing information is for FCC compliance of Class B devices: The equipment described in this manual
generates and may radiate radio-frequency energy. If it is not installed in accordance with Cisco’s installation
instructions, it may cause interference with radio and television reception. This equipment has been tested and
found to comply with the limits for a Class B digital device in accordance with the specificationsin part 15 of
the FCC rules. These specifications are designed to provide reasonable protection against such interferencein a
residential installation. However, there is no guarantee that interference will not occur in a particular
installation.

Y ou can determine whether your equipment is causing interference by turning it off. If the interference stops, it
was probably caused by the Cisco equipment or one of its peripheral devices. If the equipment causes
interference to radio or television reception, try to correct the interference by using one or more of the
following measures:

 Turn the television or radio antenna until the interference stops.

* Move the equipment to one side or the other of the television or radio.

* Move the equipment farther away from the television or radio.

« Plug the equipment into an outlet that is on a different circuit from the television or radio. (That is, make
certain the equipment and the television or radio are on circuits controlled by different circuit breakers or
fuses.)

Modifications to this product not authorized by Cisco Systems, Inc. could void the FCC approval and negate
your authority to operate the product.

The following third-party software may be included with your product and will be subject to the software
license agreement:

CiscoWorks software and documentation are based in part on HP OpenView under license from the Hewlett-
Packard Company. HP OpenView is a trademark of the Hewlett-Packard Company. Copyright © 1992, 1993
Hewlett-Packard Company.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the
University of California, Berkeley (UCB) as part of UCB's public domain version of the UNIX operating
system. All rights reserved. Copyright © 1981, Regents of the University of California.

Network Time Protocol (NTP). Copyright © 1992, David L. Mills. The University of Delaware makes no
representations about the suitability of this software for any purpose.

Point-to-Point Protocol. Copyright © 1989, Carnegie-Mellon University. All rights reserved. The name of the
University may not be used to endorse or promote products derived from this software without specific prior
written permission.

The Cisco implementation of TN3270 is an adaptation of the TN3270, curses, and termcap programs
developed by the University of California, Berkeley (UCB) as part of UCB’s public domain version of the
UNIX operating system. All rights reserved. Copyright © 1981-1988, Regents of the University of California.

Cisco incorporates Fastmac and TrueView software and the RingRunner chip in some Token Ring products.
Fastmac softwareis licensed to Cisco by Madge Networks Limited, and the RingRunner chip islicensed to
Cisco by Madge NV. Fastmac, RingRunner, and TrueView are trademarks and in some jurisdictions registered
trademarks of Madge Networks Limited. Copyright © 1995, Madge Networks Limited. All rights reserved.

XRemote is atrademark of Network Computing Devices, Inc. Copyright © 1989, Network Computing
Devices, Inc., Mountain View, California. NCD makes no representations about the suitability of this software
for any purpose.

The X Window System is a trademark of the X Consortium, Cambridge, Massachusetts. All rights reserved.

Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers,
and fax numbers are listed on the Cisco Web site at www.cisco.com/go/offices.
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Overview

This module introduces the various protocols and technologies used in wide-area
network (WAN) environments. You will learn about the basics of WANSs, including
common WAN technologies, types of wide-area services, encapsulation formats,
and link options. In this module, you also will learn about point-to-point links,
circuit switching, packet switching, virtual circuits, dialup services, and WAN
devices.

Upon completing this module, you will be able to:
= Describe the function and operation of WAN technologies, including leased

line, Frame Relay, ATM, and Synchronous Optical Network (SONET)

= Describe the function and operation of dialup access technologies, including
ISDN, Point-to-Point Protocol (PPP), Password Authentication Protocol
(PAP), Challenge Handshake Authentication Protocol (CHAP), and High-
Level Data Link Control (HDLC)

= Describe the WAN encapsulation formats
= Describe the types and standards of the analog modem
= Describe the digital subscriber line (DSL) technology

= Describe the types and standards of the cable modem

Outline
This module contains the following lessons:

= Overview

= Traditional WAN Services

» Dialup Access Technologies
= Analog Modems

« DSL

= Cable Models

= Summary
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7.1 Traditional WAN Services

Overview

This lesson introduces various WAN connection options and technologies,
including leased line, Frame Relay, ATM, and SONET.

Objectives
Upon completing this lesson, you will be able to:

= Describe different WAN connection options

= Define packet switching and circuit switching

= Describe the operation of leased lines

= Describe the function of Frame Relay

= Describe features of ATM and define cell switching
s Describe features of SONET

Outline
This lesson includes these sections:

= Overview

=  WAN Connection Options

» Packet vs. Circuit Switching
= Leased Line

» Frame Relay

»  ATM and Cell Switching

= SONET

=  Summary

7-4
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7.1.1 WAN Connection Options

Figure 1: WAN Connection
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Figure 2: Virtual Circuit
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Figure 3: WAN Connection Bandwidth
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Figure 4: Multiplexing Technologies
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116 Figure 5: TDM
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123
124
125 A wide-area network (WAN) is a data communications network that covers a
126 relatively broad geographic area and that often uses transmission facilities provided
127 by common carriers, such as telephone companies.
128
129 WAN connections may be made through a service provider in several ways,
130 including (see Figure [1]):
131
132 » Dialup: Dialup lines are paid for only when they are used. Dialup lines are
133 perfect for the small or branch office or for telecommuters or mobile
134 workers. This means that the line is active only when the user dials up.
135 The disadvantage of dialup connection is that the connection speed is slow
136 (less than 56 Kbps).
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= | SDN: Integrated Services Digital Network (ISDN) is an efficient
alternative to dialup for connecting over basic telephone service (POTS).
ISDN is explained further in this lesson.

» Leased line: Service providers also offer leased lines, or point-to-point
connections. With leased lines, companies pay for a continuous connection
between two remote sites. This means the line is active 24 hours a day, 7
days a week. The disadvantage of leased lines is that they are generally
expensive, and the expense is related to distance.

» FrameRelay: Frame Relay provides connection-oriented data link layer
communication. This service is implemented using virtual circuits.

A virtual circuit is a logical circuit created to ensure reliable
communication between two remote network devices. For example, Figure
[2] shows a hub and spoke topology used to connect a headquarter router to
three remote routers. Even though the headquarter router only has one
physical connection to the service provider (like a Frame Relay service
provider), that physical connection is logically divided into three logical
connections (virtual circuits), with each virtual circuit connecting to a
different remote router. At the remote routers, their physical connection will
only contain one virtual circuit since the remote routers only need to
connect to the headquarter router.

Frame Relay works at Layer 2 of the OSI reference model, within the Frame
Relay (Layer 2) header, there is an identifier (Data Link Connection
Identifier [DLCI]) used to indicate which virtual circuit a frame belongs to,
the Frame Relay service provider make its switching decision based on the
DLCI. In Figure [2], the headquarter Frame Relay connection is provisioned
with three virtual circuits. The headquarter router will use DLCI 102 in the
Frame Relay header for sending data to the LA router, DLCI 101 for the NY
router, and DLCI 100 for the Chicago router.

= ATM: Asynchronous Transfer Mode (ATM) comprises specifications at
both the physical and data link layers. Like Frame Relay, this service is
implemented using virtual circuits. With ATM, the data packet is divided
into small 53 bytes cells before it is transmitted. In the ATM cell header,
there a field called the VPI/VCI (Virtual Path Identifier/Virtual Channel
Identifier) used to indicate which virtual circuit an ATM cell belongs to. At
the physical layer, ATM can run over a variety of physical media, including
fiber optics using SONET framing and coaxial cable using digital signal
level 3 (DS3).

= Other: Additional WAN connection options include using DSL, cable,
wireless, and X.25.

WAN technologies generally function at the lower three layers of the OSI reference
model: the physical layer, the data link layer, and the network layer. WAN
connections can be purchased or leased in a variety of speeds or bandwidths. Start
with the simple DS0 (64 Kbps), which is the speed of a typical digitized phone call.
Bundle (Multiplexing) 24 DSOs to get a DS1/T1 line (1.544 Mbps). Then bundle
(Multiplex) 28 DS1s to get a DS3/T3 (44.736 Mbps). The DS technically refers to
the rate and format of the signal, whereas the T designation refers to the equipment
providing the signals. In practice, “DS” and “T” are used synonymously (see Figure

[3D.
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E1 (2.048 Mbps) and E3 (34.368 Mbps) are European standards similar to T1 and
T3, but they possess different bandwidths.

Multiplexing is a process in which multiple data channels are combined into a
single data or physical channel at the source. Multiplexing can be implemented at
any of the OSI layers. Broadband WAN lines use multiplexing technology.

Demultiplexing is the process of separating multiplexed data channels at the
destination.

There are four primary types of multiplexing (see Figures [4]):

» Time-division multiplexing (TDM): In TDM, information from each data
channel is allocated bandwidth based on preassigned time slots, regardless
of whether there is data to transmit (see Figure [5]). As a result, bandwidth
is wasted when a data channel has nothing to transmit during its assigned
time slot.

» Frequency-division multiplexing (FDM): In FDM, information from each
data channel is allocated bandwidth based on the signal frequency of the
traffic (see Figure [6]). For example, FM radio broadcast used FDM. Each
FM station is assigned a specific frequency to use for broadcasting their
radio programs.

= Statistical multiplexing (STM): In statistical multiplexing, bandwidth is
dynamically allocated to any data channels that have information to transmit
(see Figure [7]). With STM, bandwidth is not wasted when a data channel
has nothing to transmit, because the time slot is given to a data channel that
has something to transmit.

=  Wave-division multiplexing (WDM) and dense WDM (DWDM): These
optical multiplexing technologies are discussed in Module 9 of this course.

Practice
1. Which of the following is not a type of multiplexing?

A. TDM
B. FDM
C. ATM **
D. WDM

2. Which of the following best describes a WAN?

A. Connects LANSs that are separated by a large geographic area. **

B. Connects workstations, terminals, and other devices in a metropolitan
area.

C. Connects LAN within a large building.

D. Connects workstation, terminals, and other devices within a building.
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7.1.2 Packet vs. Circuit Switching

Figure 1: Packet Switching
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Packet switching is a WAN switching method in which users share common carrier
resources. Because this allows the carrier to make more efficient use of its
infrastructure, the cost to the customer is generally much better than with point-to-
point lease lines. In a packet switching setup, networks have connections into the
carrier's network, and many customers share the carrier's network. The carrier can
then create virtual circuits between customers' sites by which packets of data are
delivered from one to the other through the network. The section of the carrier's
network that is shared is often referred to as a cloud. Frame Relay is an example or
packet-switched WAN technology (see Figure [1]).

Circuit switching is a WAN switching method in which a dedicated physical circuit
is established, maintained, and terminated through a carrier network for each
communication session (see Figure [2]).

Circuit switching operates much like a normal telephone call and is used extensively
in telephone company networks. ISDN is an example of a circuit-switched WAN
technology.

Practice

1. Which of the following is an example of a packet-switching protocol?

ISDN

Frame Relay **
PPP

HDLC

Cawy
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7.1.3 Leased Line

Figure 1: Leased Line
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A point-to-point link provides a single, pre-established WAN communications path
from the customer premises through a carrier network, such as a telephone
company, to a remote network. Point-to-point lines are usually leased from a carrier
and thus are often called leased lines. For a point-to-point line, the carrier allocates
pairs of wire and facility hardware to your line only. These circuits are generally
priced based on bandwidth required and distance between the two connected points.
Point-to-point links are generally more expensive than shared services such as
Frame Relay. The cost of leased-line solutions can become significant when they
are used to connect many sites.

When leased-line connections are made, a router serial port is required for each
connection, along with a channel/data service unit (CSU/DSU) and the actual circuit
from the service provider. The CSU is a device that performs diagnostic functions
(like loopback test) for a telecommunications line. The DSU is a device that
connects a terminal (like a router serial port) to a digital line (like a T1). Typically,
the two devices are packaged as a single unit. You can think of it as a very high-
powered and expensive modem, which connects to a digital line (like a T1). Such a
device is required for both ends of a T-1 or T-3 connection, and the units at both
ends must be set to the same communications standard.

Practice

1. Aleasedlineisa link provides a single, pre-established WAN
communication path from the customer to a remote network.

Point-to-point **
Point-to-multipoint
Analog

Digital

Cawpy
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7.1.4 Frame Relay

Figure 1: Frame Relay Virtual Circuits

Figure 2: PVC

Figure 3: SVC

Frame Relay provides connection-oriented data link layer communication. This
service is implemented using virtual circuits.
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Frame Relay devices have two classes:

» Dataterminal equipment (DTE): Terminating equipment for a specific
network and typically located on customer premises. Examples of a Frame
Relay DTE device is a router or a FRAD (Frame Relay Access Device)

» Data communications equipment (DCE): Carrier-owned internetworking
devices that provide clocking and switching services within a network.
Example of a Frame Relay DCE device is the Frame Relay Switch.

Frame Relay Virtual Circuits

A Frame Relay virtual circuit is a logical connection created between two DTE
devices across a Frame Relay network (see Figure [1]). Frame Relay virtual circuits
fall into two categories:

= Permanent virtual circuit (PVC)
»  Switched virtual circuit (SVC)

Virtual circuits provide a bidirectional communications path from one DTE device
to another. A data-link connection identifier (DLCI) within the Frame Relay address
header uniquely identifies them.

A virtual circuit can pass through any number of intermediate DCE devices (Frame
Relay switches) located within the Frame Relay packet-switched network (PSN).
Numerous virtual circuits can be multiplexed into a single physical circuit for
transmission across the network.

PVC [2]

PVCs are permanently established connections that are used when there is frequent
and consistent data transfer between DTE devices across the Frame Relay network.
Communication across a PVC does not require the call setup and termination states
that are used with SVCs. DTE devices can begin transferring data whenever they
are ready because the circuit is permanently established. PVC works like a lease-
line connection, it is always connected.

SVC [3]

SVCs are temporary connections that are used when there is only sporadic data
transfer between DTE devices across the Frame Relay network. After the virtual
circuit is terminated, the DTE devices must establish a new SVC if there is
additional data to be exchanged. SVC works like a dialup connection, where a call
has to be made before the data can be transmitted, like making a telephone call.

Practice

1. How does Frame Relay handle multiple conversations on the same physical
connection?

Multiplexing the circuits **
Multiple conversations are not allowed
Duplexing the conversation
Converts it to an ATM cell

oCawy»
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7.1.5 ATM and Cell Switching

Figure 1: ATM and Cell Switching

1 4 3 2 1 4 3

Time slots

Asynchronous Transfer Mode (ATM) is a technology that is capable of transferring
voice, video, and data through private and public networks. It is built on a cell-based
architecture rather than a frame-based architecture. ATM cells are always a fixed
length of 53 bytes, whereas the sizes of frames and packets vary. The 53 bytes ATM
cell is made up of a 5 bytes ATM header followed by 48 bytes of ATM Payload
(User Data). Small fixed-length 53 bytes cells are well-suited for carrying data,
voice, and video traffic because voice and video traffic are intolerant of delay that
can result from having to wait for a larger data packet to be transmitted ahead of a
voice or video packet.

An ATM switch is responsible for cell transit through an ATM network. It accepts
the incoming cell from an ATM endpoint or another ATM switch. It then reads and
updates the cell-header information and quickly switches the cell to an output
interface toward its destination.

ATM is used primarily in enterprise LAN backbones or WAN links.

An ATM virtual circuit is a logical connection created between two ATM endpoints
across an ATM network. ATM virtual circuits fall into two categories:

= Permanent virtual circuit (PVC)

= Switched virtual circuit (SVC)

Virtual circuits provide a bidirectional communications path from one ATM
endpoint to another. The VPI/VCI (Virtual Path Identifier/Virtual Channel
Identifier) within the ATM cell header uniquely identifies them.

A virtual circuit can pass through any number of intermediate ATM switches in the
ATM network. Numerous virtual circuits can be multiplexed into a single physical
circuit for transmission across the network.
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Practice
1. Which of the following is not true about ATM technology?

A. ltis capable of transferring voice, video, and data.

B. ATM is used primarily in enterprise LAN backbones or WAN links.

C. Itis based on a cell-based architecture rather than a frame-based
architecture.

D. ATM cells are always a fixed length of 35 bytes, whereas the sizes of
frames and packets vary. **
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7.1.6 SONET

Figure 1: SONET Optical Carrier Standards

OC Levd Signal Transmission Rate
OC-1 (Base Rate) 51.84 Mbps

0C-3 155.52 Mbps

0C-12 622.08 Mbps

0C-24 1.244 Gbps

0C-48 2.488 Gbps

0C-192 10 Gbps

0C-256 13.271 Gbps

OC-768 40 Gbps

SONET, which stands for Synchronous Optical Network, is a physical layer
protocol that provides for high-speed transmission using fiber-optic media. ATM
can run over SONET to achieve very high data-transfer speeds.

You might see the term Synchronous Digital Hierarchy (SDH) used to refer to the
SONET technology outside the United States. The SONET signal rate is measured
by optical carrier (OC) standards. Figure [1] illustrates the available transmission
rates (called optical carrier levels). SONET/SDH are discussed in Module 9, Optical
Networking.

Practice

1. Which is a family of very high-speed physical layer technologies with a series
of data rates available with special designations, implemented at different OC
level ranging 51.85 Mbps to 40 Gbps?

ADSL
ATM
SONET **
ISDN

Cawy
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427 Summary

428 This section summarizes the key points you learned in this lesson.
429
430 = WAN networks operate beyond a company’s control, and they offer access
431 to internetworks and connection between geographically distant nodes.
432 = Not all WAN services are available in all locations.
433 = WAN customers pay service providers for WAN connections, including
434 dialup, leased line, ISDN and Frame Relay.
435 =  WAN:Ss have a variety of protocols that all operate at physical, data link, and
436 network layers of the OSI model.
437 = WAN switching methods include packet switching (Frame Relay), circuit
438 switching (ISDN), and cell switching (ATM).
439
440
441
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7.2 Dialup Access Technologies

Overview

This lesson describes the functions and operation of dialup access technologies,
including ISDN, PPP, PAP, CHAP, and HDLC. This lesson also introduces the primary
WAN OSI Layer 2 encapsulation formats: PPP and HDLC.

Objectives
Upon completing this lesson, you will be able to:

= Describe the function and operation of ISDN
= Describe the function and operation of PPP

= Describe the function and operation of PAP

= Describe the function and operation of CHAP

= Describe the function and operation of HDLC

Outline
This lesson includes these sections:

s Overview

= ISDN

= PPP

= PAP

= CHAP

= HDLC

=  Summary

Copyright 0 2002, Cisco Systems, Inc. F@D? @@Wﬁ@w @[@Hy

Module 7: WAN Technologies 7-17



468
469

470

471
472

473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493

7.2.11SDN

Figure 1: ISDN
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Figure 2: BRI and PRI
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Integrated Services Digital Network (ISDN) refers to a set of communication
protocols proposed by telephone companies to permit telephone networks to carry
data, voice, and video (see Figure [1]).

In general, ISDN provides a set of digital services that concurrently deliver voice,
data, text, graphics, music, video, and information to end users. ISDN was
developed to permit faster access over existing telephone systems without the
additional call setup time.

ISDN offers two types of services: Basic Rate Interface (BRI) or Primary Rate
Interface (PRI).

The ISDN BRI service, intended for the home and small enterprise, provides two B
channels (128 Kbps) and one D channel (16 Kbps). The BRI B channel carries user
data, whereas the BRI D channel usually carries control and signaling information.

The ISDN PRI service, intended for larger installations, delivers 23 B channels and
one D channel in North America for a total bit rate of up to 1.544 Mbps (T1).
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In Europe, Australia, and other parts of the world, ISDN PRI provides 30 B
channels and one D channel, for a total bit rate of up to 2.048 Mbps (E1) (see Figure

[2D).

Practice
1. Which of the following statements pertaining to ISDN is true?

A. The ISDN BRI offers two B channels and one D channel.

B. The D channel, operating at 16 Kbps, is meant to carry user data.

C. The ISDN BRI offers 23 B channels and one D channel in North
America. **

D. The total bit rate of the ISDN BRI is 2.533 Mbps.
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506 7.2.2 PPP

507 Figure 1: PPP

W
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508
509
510 Figure 2: PPP Elements
IP T IPX TLayerSFProtocols
Network
IPCP | IPXCP Many Others Layer
Network Control Protocol
PPP Data Link
Authentication, other options Layer
Link Contrel Protocol
Synchronous or Asynchronous Physical
Physical Media Layer
511
512
513 Figure 3: PPP Encapsulation
PPP
PPP
Flag Address | Conirol Protocol Data FCS Flag
514
515
516 In the late 1980s, Serial Line Internet Protocol (SLIP) was limiting growth of the
517 Internet. Point-to-Point Protocol (PPP) was created to solve remote Internet
518 connectivity problems (see Figure [1). Additionally, PPP was needed to be able to
519 dynamically assign IP addresses and allow for use of multiple routed protocols. PPP
520 provides router-to-router and host-to-network connections over both synchronous
521 and asynchronous circuits.
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The PPP provides a standard method for transporting multi-protocol datagrams over
point-to-point links. PPP is comprised of three main components (see Figure [2]):

= A method for encapsulating multi-protocol datagrams.

= A Link Control Protocol (LCP) for establishing, configuring, and testing the
data-link connection.

= A family of Network Control Protocols (NCPs) for establishing and
configuring different network-layer protocols.

In order to be sufficiently versatile to be portable to a wide variety of environments,
PPP provides a Link Control Protocol (LCP). The LCP is used to automatically
agree upon the encapsulation format options, handle varying limits on sizes of
packets, detect a looped-back link and other common misconfiguration errors, and
terminate the link. Other optional facilities provided are authentication of the
identity of its peer on the link, and determination when a link is functioning
properly and when it is failing.

The authentication phase of a PPP session is optional. After the link has been
established and the authentication protocol chosen, the peer can be authenticated. If
it is used, authentication takes place before the network-layer protocol configuration
phase begins.

The authentication options require that the calling side of the link enter
authentication information to help ensure that the user has the network
administrator's permission to make the call. Peer routers exchange authentication
messages.

When configuring PPP authentication, you can select Password Authentication
Protocol (PAP) or Challenge Handshake Authentication Protocol (CHAP). In
general, CHAP is the preferred protocol. PAP and CHAP are discussed in the
following sections.

PPP Encapsulation [3]

PPP is a standard serial-line encapsulation method (described in RFCs 1332 and
1661). This protocol can, among other things, check for link quality during
connection establishment. In addition, there is support for authentication through
Password Authentication Protocol (PAP) and Challenge Handshake Authentication
Protocol (CHAP).

Practice

1.  Which protocol does PPP use for establishing and maintaining point-to-point
connections?

HDLC
LCP **
LAPD
Cisco IETF

ocawy»
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573 7.2.3 PAP

574 Figure 1: PAP
Remote Router PAP Central-Site Router
(Santa Cruz) Two-Way Handshake (Headauarters)

@ “santacruz I:uarr.‘lwalr @

Accept/Reject

Hostname: santacruz | Usamame: santacruz

Password: boardwalk ¥ Password: boardwalk

575
576
577 As shown in Figure [1], PAP provides a simple method for a remote node to
578 establish its identity, using a two-way handshake. After the PPP link establishment
579 phase is complete, a username/password pair is repeatedly sent by the remote node
580 across the link until authentication is acknowledged or the connection is terminated.
581 PAP is not a strong authentication protocol. Passwords are sent across the link in
582 clear text (not encrypted), and there is no protection from playback or repeated trial-
583 and-error attacks. The remote node controls the frequency and timing of the login
584 attempts.
585 Practice
586 1. What type of handshaking occurs when PAP is your selected authentication
587 when using PPP?
588
589 A. One-way
590 B. Two-way **
591 C. Three-way
592 D. Four-way
593
594
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7.2.4 CHAP

Figure 1: CHAP

Remote Router
(Santa Cruz)

T

Hostname: santacruz
Password: hunrr.‘lwalllii

CHAP C I-Site R
Three-Way Handshake entral-Site Router
(Headauarters

Challenge s

Responsa

-
Usemame: santacruz

AccapliFejec

| Password: boardwalk

CHAP is used to periodically verify the identity of the remote node, using a three-
way handshake, as shown in Figure [1]. This is done upon initial link establishment
and can be repeated any time after the link has been established. CHAP offers
features such as periodic verification to improve security, making CHAP more
effective than PAP. PAP verifies only once, making it vulnerable to hacks and

modem playback.

Further, PAP allows the caller to attempt authentication at will (without first
receiving a challenge), making it vulnerable to brute-force attacks, whereas CHAP
does not allow a caller to attempt authentication without a challenge.

After the PPP link establishment phase is complete, the host sends a challenge
message to the remote node. The remote node responds with a value. The response
value is calculated based on the shared password between the two devices. The host
checks the response against its own calculated value. If the values match, the
authentication is acknowledged. Otherwise, the connection is terminated.

CHAP provides protection against playback attacks through the use of a variable
challenge value that is unique and unpredictable. The use of repeated challenges is
intended to limit the time of exposure to any single attack. The local router (or a
third-party authentication server, such as Netscape Commerce Server) controls the
frequency and timing of the challenges.

Practice

1. What type of handshaking occurs when CHAP is your selected authentication

when using PPP?

A. One-way
B. Two-way
C. Three-way **
D. Four-way
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7.25HDLC

Figure 1: HDLC and Cisco HDLC

@ Csu/DsuU CSU.’DSU @
-€ >
HDLC
HDLC
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Cisco HDLC
Flag Address | Control | Proprietary | Data FCS Flag

High-Level Data Link Control (HDLC) is an IOS standard data link layer protocol.
It specifies an encapsulation method for data on synchronous serial data links using
frame character and checksum. HDLC supports both point-to-point and multipoint
configurations. No authentication can be used with HDLC. HDLC might not be
compatible between different vendors because of the way each vendor has chosen to
implement it.

HDLC is Cisco’s default encapsulation for serial lines. This implementation is very
streamlined; there is no windowing or flow control, and only point-to-point
connections are allowed. Cisco’s HDLC is proprietary—it will not communicate
with any other vendor’s HDLC implementation.

As shown in Figure [1], the reason that each vendor has a proprietary HDLC
encapsulation method is that each vendor has a different way for the HDLC protocol
to communicate with the network layer protocols. This proprietary header is placed
in the data field of the HDLC encapsulation. The Address field is always set to all
ones. Furthermore, Cisco’s HDLC include a 2-byte proprietary type code is inserted
after the control field, meaning that the Cisco’s HDLC framing is not interoperable
with other vendors' equipment.

If both ends of a dedicated-line connection are routers or access servers running
Cisco IOS® Software, Cisco’s HDLC encapsulation typically is used. Because
HDLC encapsulation methods may vary, you should use PPP with devices that are
not running Cisco IOS Software.

Practice

1. Which encapsulation type is the default encapsulation for serial interfaces on a
Cisco router?

PPP
HDLC **

Frame Relay
X.25

Cawy
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Summary

This section summarizes the key points you learned in this lesson.

s There are two ISDN services: BRI and PRI.

= ISDN provides an integrated data, voice and video capability that uses the
public switched network.

= You can select PAP or CHAP when configuring PPP authentication.
= PAP is not a strong authentication protocol.

= CHAP provides protection against playback attacks through the use of a
variable challenge value that is unique and unpredictable.

= WAN encapsulation formats include PPP and HDLC encapsulation.

=  HDLC is Cisco’s default encapsulation for serial line.

Copyright O 2002, Cisco Systems, Inc. g Module 7: WAN Technologies 7-25
For [Review Omly



680

681

682
683
684

685

686
687
688

689

690

691
692
693

694
695
696

697
698

7.3 Analog Modems

Overview

This lesson describes different types of analog modems and the analog modem
standards.

Objectives
Upon completing this lesson, you will be able to:

= Describe analog modem types

= Describe commonly used analog modem standards

Outline
This lesson includes these sections:

= Overview
= Modem Types
Analog Modem Standards

Summary
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698 7.3.1 Modem Overview

699 Figure 1: Modem Transmission
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705 Figure 3: External Modem
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706
707
708 A modem is an electronic device that is used for computer communications through
709 telephone lines. It allows data transfer between one computer and another over the
710 PSTN. Typically, modems send data in blocks of bytes. After each block, some
711 basic math is performed to analyze the block, and the computer on the receiving end
712 is asked whether it agrees with the results. If any differences appear, the block is
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sent again. The modems convert digital data to analog signals and analog signals
back to digital data.

The term modem actually derives from the function of this device. The process of
converting analog signals to digital and back again is called
modul ation/demodulation (hence the term modem).

A typical modem connection is depicted in Figure [1]. The modems connect digital
computers to the digital telecommunications company (Telco) network via analog
local loops. When the Telco switch receives the modems’s analog signal, it must
encode the signals so that it can traverse the digital network.

Modem-based transmission is remarkably accurate, despite the fact that telephone
lines can be quite noisy because of clicks, static, and other problems.

There are four main types of modems:

= Expansion cards: They are the most common. They plug into the
motherboard expansion slots (Industry-Standard Architecture [ISA] or
peripheral component interconnect [PCI]) and are called internal modems.

» PC Card modems: They are a variation of modems designed for easy
installation in notebook computers. Also known as PC Cards, they look like
credit cards and are small and very portable.

» External modems: They can be used with any computer by simply
plugging into a serial port (COM1 or COM2) on the back of the computer.

» Built-in modems: Some notebook computers have dedicated, built-in
modems.

Internal modems simply plug into one of the expansion slots on the motherboard
(see Figure [2]). These internal modem varieties, therefore, do not take up extra
space on the desktop. They usually cost a little less than the ones that are plugged
externally into the computer. To configure them, jumpers may have to be set in
order to select the interrupt request (IRQ) line and input/output (I/0) addresses. No
configuration is needed for a “plug-and-play” modem, which is installed on a
motherboard that supports plug and play. A modem using a serial (COM) port that
is not yet in use must be configured. Additionally, the software drivers that come
with the modem must be installed for the modem to work.

External modems are typically a bit more expensive than the internal varieties (see
Figure [3]). However, they connect to the computer simply by plugging into one of
the serial ports. The computer case does not have to be opened. Newer universal
serial bus -(USB) modems are plugged into a USB port or hub. An external modem
uses the IRQ and I/O address assigned to the serial port. A status light on the
modem indicates whether or not the modem is on line. Software must be installed in
order for the external modem to work properly.

Practice

1. Which of the following is true of analog modems?

A. They allow data transfer between one computer and another over the
PSTN.
B. They send data in blocks of bytes.
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763 C. They convert digital data to analog signals and vice versa.
764 D. All of the above. **

765
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7.3.2 Analog Modem Standards

Figurel: Analog Modem Standards

Standard Meaning

V.22bis The first true worldwide standard for full-duplex modems
sending and receiving data across telephone line at 2400 bps
at 600 baud.

V.32 The standard for full-duplex modems allows sending and

receiving data across phone lines at 4800 or 9600 bps at 2400
baud. V.32 modems automatically adjust their transmission
speed based on the guality of the lines.

V.34 The standard for full-duplex modems sending and receiving
data across phone lines at up to 28.8 Kbps. V.34 modems
automatically adjust their transmission speed based on the
quality of the lines. It is backward compatible with V.32.

V.42 It has the same transfer rate as V.32, but with better error
correction and therefore more reliable. V.42 can be used with
digital telephone networks.

V.90 The standard for full-duplex modems sending and receiving
data across phone lines at up to 56 Kbps downstream.

A modem modulates outgoing digital signals from a computer or other digital device
to analog signals for a conventional copper twisted pair telephone line and
demodulates the incoming analog signal and converts it to a digital signal for the
digital device. Modems work at OSI model Layer 1. At Layer 2, a protocol like PPP
is often used.

Figure [1] includes several most commonly used modem standards approved by the
International Telecommunications Union (ITU-T).

The first true worldwide standard for modems is V.22bit, which allows 2400 bits
per second (bps) at 600 baud. V.34 is a full-duplex modem standard that allows the
modems to send and receive data across phone lines at up to 28.8 Kbps and 19.2
Kbps. V.34 modems can automatically adjust their transmission rate according to
the quality of the phone lines.

V.90 standard was approved by ITU-T in February 1998. V.90 allows the data
downstream transmission rate up to 56,000 bps and data upstream transmission rate
up to 33,000 bps. V.90 standard was a combination of the x2 technology from US
Robotics (now part of 3Com) and the K56flex technology from Rockwell.

In recent years, the 2400 bits per second modem that could carry e-mail has become
obsolete. 14.4 Kbps and 28.8 Kbps modems were temporary landing places on the
way to the much higher bandwidth devices and carriers of tomorrow. From early
1998, most new personal computers came with 56 Kbps modems.

Practice

1. Which of the following cable standard allows 56,000 bps downstream data
transmission rate?

A V.32
B. V.34
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C. v42
D. V.90 **
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Summary

This section summarizes the key points you learned in this lesson.
= There are several types of analog modems. The four main types are internal,
external, PC Card, and built-in (notebook) modems.
= Modems work at OSI model Layer 1.

= V.90 standard allows the data downstream rate up to 56 Kbps.
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7.4 DSL

Overview

This lesson describes two main different types of DSL, DSL standards, and DSL
encapsulation and protocols. This lesson also discusses the advantages and
disadvantages of the DSL technology.

Objectives
Upon completing this lesson, you will be able to:

= Define DSL

= Identify different types of DSL

= Describe DSL standards

= Describe DSL encapsulation and protocols

Describe benefits of DSL

Outline
This lesson includes these sections:

= Overview
Basic DSL
DSL Types
DSL Standards

Encapsulation and Protocols

s DSL Benefits

Summary
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7.4.1 Basic DSL

Figure 1: DSL

Figure 2: Cisco 827 ADSL Router

Digital subscriber line (DSL) technology is a modem technology that uses existing
twisted-pair telephone lines to transport high-bandwidth data, such as multimedia
and video, to service subscribers. Because DSL uses existing phone lines, in most
cases there is no need to dig a new trench as with cable or install a dish as with
wireless (see Figure [1]). Wherever there is a phone line there is the potential of
getting DSL service, if the line conditions are right, for example, you must be within
a certain distance of the central office and the central office must have DSL
equipment to connect to.

Products such as the Cisco 827 ADSL router integrate a fully functional Cisco 10S
router and DSL modem into one unit (see Figure [2]).

DSL provide a full-time connection. As soon as users turn on their computers
connected to the DSL modem, they are connected. This setup removes the time and
effort of dialing in to establish a connection.

Practice
1. Which of the following media is used by DSL to transport data?

Existing coaxial cable TV lines
Existing twisted-pair telephone lines **
Existing Ethernet lines

Wireless transmission

oCawy»
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7.4.2 DSL Types

Figure 1: DSL Service Types Overview
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The two basic types of DSL technologies are asymmetric (ADSL) and symmetric
(SDSL). All forms of DSL service are categorized as one or the other, and there are
numerous varieties of each type.

The term xDSL is sometimes used to refer generically to any of the various forms
that exist. Asymmetric service provides a higher download or downstream speed (in
bits per second, or bps) than upstream speeds. Symmetric service provides the same
speed in both directions.

Downstream information, such as requested Web pages, comes from the Internet to
the user (from the central office [CO] to the subscriber). Upstream information is
sent from the user to the Internet (from the subscriber to the CO). Asymmetric types
of DSL generally use analog transmission encoding (modulation) technology,
whereas symmetric forms generally use digital transmission encoding (modulation)
techniques.

Practice

1. What are the two basic types of DSL technology?

Downstream DSL and Upstream DSL
xDSL and yDSL

Asymmetric DSL and Symmetric DSL **
None of the above

oCawp
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4.3 DSL Standards

Figure 1: DSL Standards

Industry Consortia and Useful URLs
DSL Forum http://www.dslforum.org

DSL Reports http://www.dslreports.com

DSL Life http://ww.dsllife.com
Telcordia http://www.telcordia.com
Telechoice http://www.xdsl.com

IEC International Engineering Consortium http://mww.iec.org

Standards Organizations and Useful URLs

ANSI American National Standards Organization http://www.ansi.org

ATIS (T1) Alliance for Telecommunications Industry Standards http://www.atis.org

DAVIC Digital Audio Video Council http://www.davic.org

ETSI European Telecommunications Standards Institute http://www.etsi.org
IEEE Institute for Electrical and Electronics Engineers http://www.ieee.org
ITU-T International Telecommunications Union  http://www.itu.int
Figure 2: DSL Technologies Standards Comparison
DSL Types Standards Modulation/E | Speed Distance Limit
ncoding
Technique
ADSL Full ANSI T1.413 | DMT2 Downstream speeds of 384 18,000 feet on 1.544
/G.DMT Issue 2ITU- Kbps to 6 Mbps; upstream Mbps; 16,000 feet on
UG.992.1 slower 1.028 Mbps
G.Lite ITU-TG DMT2 1.544 Mbps to 6 Mbps, 18,000 feet on 24 gauge
992.2 depending on the subscribed wire
service
Very-High- ETSI and DMT/SCM 12.96 Mbps to 52.8 Mbps for 45,00 feet at 12.96 Mbps;
Data-Rate ANSI in both upstream and 3,00 feet at 25.82 Mbps;
DSL (VDSL) process downstream. 1,000 feet at 51.84 Mbps
ISDN DSL ANSI TR 28 | 2B1Q 144 Kbps for both upstream 18,000 feet on 24 gauge
(IDSL) and downstream. wire
SDSL None 2B1Q Up to 3 Mbps for both upstream | 12,000 feet on 24 gauge
and downstream wire
High-Data- ITU G991.1, | 2B1Q 768 Kbps for both upstream 12,000 feet on 24 gauge
Rate DSL ANSI TR 28 and downstream. wire
(HDSL)
G.SHDSL ITU G.991.2 | TC PAM 192 kbps - 2.360 Mbps or 1,500 feet - 60,000 feet
384 kbps - 4.720 Mbps for both
upstream and downstream

Note: ADSLs are marked in Red; SDSLs are marked in green.
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Standards benefit the consumer and the industry in general. They may take a while
to evolve, but they tend to level the playing field, allowing more competition with
improved interoperability. They also contribute to consumer confidence. Numerous
standards organizations and industry consortia have contributed to the evolution of
DSL. Among these are the DSL Forum, ANSI, ITU-T, DAVIC, and ETSI. Web sites
for these organizations and others are listed in Figure [1] along with some other
informative DSL Web sites.

Figure [2] lists each DSL technology and the relevant standards organizations and
standard numbers associated with those technologies. Not all the DSL technologies
listed have a standard associated with them. Also listed is the modulation or
encoding standard(s) used by the DSL modems to place digital data bits onto the
wire. The most important standards listed in Figure [2] are asymmetric DSL
standards G.992.1 (G.DMT) and G.992.2 (G.lite) as well as symmetric standard
G.991.2 (G.SHDSL). These international standards are supported by all vendors
who are currently building DSL.

Practice

1. Which of the following standard organizations and industry have contributed to
the evolution of DSL?

ANSI

ITU-T

ETSI

All of the above **

oCcaw»
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930 7.4.4 Encapsulation and Protocols

931 Figure 1: OSI and DSL Related Protocols
051 Layers Protocols
Upper Layers —*| DHCP, DNS, RADIUS
Layer 3 — Networle ——® IF

Layer 2—Data Link ——®  ATM, Ethernet, FPP

Layer 1 ~Physical ——— DSL.

932
933
934 DSL operates at Layer 1 or the physical layer of the OSI model. It is basically a bit
935 pump data-transmission technology that relies on higher-layer protocols to
936 encapsulate the data to the central office and the Internet service provider (ISP).
937 Protocols most often include Layer 2 protocols such as Ethernet, ATM, and PPP, as
938 well as the IP Layer 3 protocol. Other higher-layer protocols such as Dynamic Host
939 Configuration Protocol (DHCP) and Domain Name System (DNS) and services
940 such as Remote Authentication Dial-In User Service (RADIUS) also play a part in
941 the complete DSL picture from subscriber to ISP. The DSL provider and ISP also
942 have a choice of providing bridged or routed service to the subscriber.
943 Practice
944 1. Which of the Layer 2 protocols are often used by DSL?
945
946 A. HDLC
947 B. IPX
948 C. PPP **
949 D. LLC
950
951
952
953
954
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7.4.5 DSL Benefits

Figure 1: Advantages and Disadvantages of DSL

Advantages of DSL

- DSL offers speeds up to and exceeding those of T-1, at just a fraction of
the cost.

- DSL service can be added incrementally as more users subscribe.

- Both voice and data can be transmitted over the same line at the same
time.

- DSL is an always-on technology. This means users do not need to dial
up each time they wish to connect to the Internet.

- DSL is backward compatible with conventional analog phones.

Disadvantage of DSL

- The availability of DSL is presently still limited, with service for most
“flavors” or varieties only possible for areas that fall within a specified
number of feed from the telephone company central office (CO) of the
service provider.

- The telephone company CO that is servicing the location must have DSL
equipment installed.

- The best form of voice support is still being debated.

DSL service can be added incrementally in any area. That means that the service
provider can literally start up with a handful of clients and upgrade the bandwidth to
coincide with the growth in subscriber. DSL is also backward compatible with
analog voice and makes good use of the existing local loop. This means that very
little need to be done to use the cable services simultaneously with normal phone
service.

However, DSL suffers from distance limitations. Most DSL service offerings
currently require the customer to be within 18,000 feet of the provider’s central
office (CO) location. Additionally, the longer and older loops present problems, and
the best form of voice support is still being debated. Also, upstream (upload) speed
is usually considerably lower than the downstream (download) speed.

Practice

1. Which of the following is not one of the benefits of DSL?

A. DSL service can be added incrementally in any area.

B. DSL is backward compatible with conventional analog voice.
C. DSL service has distance limitations. **

D. DSL is an always-on technology.
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994 Summary

995 This section summarizes the key points you learned in this lesson.
996
997 = DSL operates at Layer 1 of the OSI model.
998 = DSL is a relatively new and developing WAN technology that uses existing
999 twisted-pair telephone lines to transport data.
1000 = There are two basic types of DSL technology: asymmetric and symmetric.
1001 Asymmetric service provides a higher downstream speed than upstream
1002 speed. Symmetric service provides the same speed in both directions.
1003 = G.992.1 and G992.2 are asymmetric DSL standards, and G991.2 is a
1004 symmetric standard.
1005 = DSL service can be added incrementally as more users subscribe. However,
1006 DSL service has distance limitations.
1007
1008
1009
1010
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7.5 Cable Modems

Overview

This lesson describes cable modem, cable-modem transmission, and the benefits of

cable modem.

Objectives
Upon completing this lesson, you will be able to:

= Describe cable-modem types
= Describe cable-modem transmission

s Describe benefits of cable modems

Outline
This lesson includes these sections:

s Overview

Cable-Modem Basic

Cable-Modem Transmission

Cable-Modem Benefits

Summary
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1031 7.5.1 Cable-Modem Basics

1032 Figure 1: Cisco uBR 900 Universal Broadband Router Cable Modem
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1033

1034

1035 Cable modems enable two-way, high-speed data transmissions using the same

1036 coaxial lines that transmit cable television. Some cable service providers are

1037 promising data speeds up to 6.5 times that of T1 leased lines. This speed makes
1038 cable an attractive medium for transferring large amounts of digital information
1039 quickly, including video clips, audio files, and large chunks of data. Information that
1040 would take two minutes to download using ISDN BRI can be downloaded in two
1041 seconds through a cable-modem connection.

1042

1043 Cable-modem access provides speeds superior to leased lines, with lower costs and
1044 simpler installation. When the cable infrastructure is in place, a firm can connect
1045 through installation of a modem or router. Additionally, because cable modems do
1046 not use the telephone system infrastructure, there are no local-loop charges.

1047 Products such as the Cisco uBR 904 Universal Broadband Router Cable Modem
1048 make cable access an even more attractive investment by integrating a fully

1049 functional Cisco IOS router, four-port hub, and cable modem into one unit (see
1050 Figure [1]). This combination allows businesses to replace combinations of routers,
1051 bridges, hubs, and single-port cable modems with one product.

1052

1053 Cable modems provide a full-time connection. As soon as users turn on their

1054 computers, they are connected to the Internet. This setup removes the time and
1055 effort of dialing in to establish a connection. The “always-on” cable connection also
1056 means that a company's “information pipe” is open at all times. This setup increases
1057 the vulnerability of data to hackers and is a good reason to install firewalls and
1058 configure cable routers to maximize security. Fortunately, the industry is moving
1059 toward the standardization of cable modems, and the move is likely to address
1060 encryption needs. For instance, new models of the Cisco uBR 904 Cable Modem
1061 will provide IP Security (IPSec) and firewall capabilities. These features protect
1062 company LANs and provide virtual private network (VPN) tunneling, with options
1063 for authentication and encryption.

1064

1065

1066
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1067

1068 There is currently no standard for cable modems in the cable access industry. As a
1069 result, there are many competing proprietary products. Cable service, speed,
1070 reliability, setup, and configurations may vary significantly from one cable company
1071 to another. Currently, the most common cable-modem brands are from Cisco
1072 Systems, 3Com, Com21, Bay Networks, Motorola, RCA, Toshiba, and Terayon.
1073 The following sites offer more information:

1074

1075 http://www.catv.org

1076 http://www.cable-modems.org/tutorial/index.htm

1077 Practice

1078 1. Which of the following media is used by DSL to transport data?

1079

1080 A. Existing coaxial cable TV lines **

1081 B. Existing twisted-pair telephone lines

1082 C. Existing Ethernet lines

1083 D. None of the above

1084

1085

1086

1087

1088

1089
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1089 7.5.2 How Cable Modems Work

1090 Figure 1: How Cable Modems Work
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1093 Figure 2: How Cable Modems Work
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1096 Like analog modems, cable modems modulate and demodulate data signals.
1097 However, cable modems incorporate more functionality designed for today’s high-
1098 speed Internet services. In a cable network, data flowing from the network to the
1099 user is referred to as downstream and data flowing from the user to the network is
1100 referred to as upstream. From a user perspective, a cable modem is a 64/Quadrature
1101 amplitude modulation (QAM) radio frequency (RF) receiver capable of delivering
1102 up to 30 to 40 Mbps of data in one 6 MHz cable channel. This is almost 500 times
1103 faster than a 56 Kbps modem. The headend manages traffic flow from the user to
1104 the network (see Figure [1]).
1105
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1106 Note: Quadrature amplitude modulation (QAM) is a method for encoding digital

1107 data in an analog signal in which each combination of phase and amplitude

1108 represents one of 16 four-bit patterns.

1109

1110 With a cable modem, a subscriber can continue to receive cable television service
1111 while simultaneously receiving data to be delivered to a personal computer. This is
1112 accomplished with the help of a simple one-to-two splitter (see Figure [2]). The data
1113 service offered by a cable modem can be shared by up to 16 users in a LAN

1114 configuration.

1115 Practice

1116 1.  Which of the following best describe upstream?

1117

1118 A. Data flowing from the user to the network. **

1119 B. Data flowing from the network to the user.

1120 C. Data flowing between networks

1121 D. Data flowing between routers.

1122

1123

1124
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7.5.3 Cable-Modem Benefits

Figure 1: Advantages and Disadvantages of Cable Modems

Advantages

+ Existing cable TV systems offer plenty of available bandwidth
for both upstream and downstream traffic.

+ A cable TV infrastructure upgrade with hybrid fiber coaxial
(HFC) has addressed many of the existing service bottlenecks.

Disadvantages

+ Cable modems almost always require an overhaul of the
existing cable infrastructure, an expensive undertaking for
smaller providers.

+ Because cable modems exist in a shared-media structure, the
more users that come on the network the less bandwidth is
available for users.

The advantage of using cable-modem high-speed access is that coaxial cable wiring
offers greater bandwidth using broadband for more applications to the home
network LAN. Additionally, cable lines are already in place in most of the country
because of the wide deployment of cable television throughout the last few decades.
Therefore, cable-modem high-speed Internet access is more readily available in
most areas than DSL.

Unfortunately, upgrading of the cabling infrastructure that is needed to support
cable-modem technology has been slow, so most homes in the United States cannot
use this technology. Upgrading is a big investment, particularly for small providers.

Practice
1. Which of the following is an advantage of cable modem?

A. Upgrading of the cabling infrastructure.

B. Because cable modems exist in a shared-media structure, the more users
come on the network, the less bandwidth is available for each user.

C. Coaxial cable wiring offers greater bandwidth using broadband for
more applications to the home network. **

D. None of the above
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7.5.4 Cable and the OSI Model

Figure 1: Cable and the OSI Model

0sl MCNS Data over Cable
Transport TCP or UDP MCNS
Network P
Data Link IEEE 802.2
MCNS MAC {MPEG Frames)
Physical Upstream TDMA Downstream TDM

Digital IF Modulation Digital RF Modulation
(QPSK or QAM-16) {QAM-64 or QAM-256)

HFC

The cable data system comprises many different technologies and standards. For
cable modems to be mainstreamed, modems from different vendors must
interoperable.

Physical L ayer
Downstream Data Channel
At the physical layer, downstream data channel is based on North American digital
video specifications (specifically, International Telecommunications Union [ITU-T]
Recommendation J.83 Annex B) and includes the following features:

= 64 and 256 quadrature amplitude modulation (QAM)

= 6 MHz-occupied spectrum that coexists with other signals in the cable plant

= Variable-length interleaving support, both latency-sensitive and latency-
insensitive data services

= Contiguous serial bit stream with no implied framing, providing complete
physical and MAC-layer decoupling

Upstream Data Channel

The upstream data channel is a shared channel featuring the following:
= Quaternary phase-shift keying (QPSK) and 16 QAM formats
= Data rates from 320 kbps to 10 Mbps

= Flexible and programmable cable modem under control of cable modem
terminal server (CMTS)

= Time-division multiple access
= Support of both fixed-frame and variable-length protocol data units (PDUs)
Note: Quaternary phase-shift keying (QPSK) is a digital frequency modulation

technique used for sending data over coaxial cable network.

DataLink Layer

The data link layer provides the general requirements for many cable-modem
subscribers to share a single upstream data channel for transmission to the network.
Among these requirements are collision detection and retransmission capability.
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The large geographic reach of a cable data network poses special problems. These
problems are as a result of the transmission delay between users close to headend
versus users at a distance from cable headend. To compensate for cable losses and
delay as a result of distance, the MAC layer performs ranging, by which each cable
modem can assess time delay in transmitting to the headend. The MAC layer
supports:

» Timing and synchronization
= Bandwidth allocation to cable modems at the control of CMTS
»  Error detection, handling and error recovery

»  Procedures for registering new cable modems

Network Layer

Cable data networks use IP for communication from the cable modem to the
network. The Internet Engineering Task Force (IETF) compliant DHCP typically
forms the basis for IP address assignment and administration in the cable network.

Transport Layer
Cable data networks support both the Transmission Control Protocol (TCP) and the
User Datagram Protocol (UDP) at the transport layer.

Application Layer

All of the Internet-related applications are supported here. These applications
include HTTP, FTP, e-mail, Trivial File Transfer Protocol (TFTP), news, chat, and
Simple Network Management Protocol (SNMP). The use of SNMP provides for
management of the CMTS and cable data networks.

Practice

1. Which of the following applications is supported by the cable network?

HTTP

FTP

SNMP

All of the above **

oCawy»
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1228

Summary

This section summarizes the key points you learned in this lesson.

= Cable modems put data signals on the same cable as television signals.
Cable-modem access provides speed superior to leased lines, and cable
modems provide a full-time connection.

= The advantage of using cable-modem access is that coaxial cable is already
in place in most of the country. However, the disadvantage is that the cable
modem shares the media with cable TV. Thus, the more users that come on
the network the less bandwidth is available for users.
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Summary

This module includes these key points:

WAN connection has several options, including dialup, ISDN, leased line,
Frame Relay, ATM, DSL, and so on.

WAN switching methods include packet switching, circuit switching, and
cell switching.

Frame Relay virtual circuits fall into two categories: PVC and SVC.

ISDN is a type of high-speed dialup access from the WAN to the home.
Two levels of service exist: the Basic Rate Interface (BRI), intended for
home and smaller enterprises, and Primary Rate Interface (PRI), for larger
installations.

When configuring PPP authentication, you can select Password
Authentication Protocol (PAP) or Challenge Handshake Authentication
Protocol (CHAP). In general, CHAP is the preferred protocol.

Analog modem provides connection at 56Kbps or less using the existing
telephone lines.

DSL modem provides high-speed connection using the existing telephone
lines. DSL comes in two categories, Asymmetric or Symmetric service.

Cable modem provides high-speed connection using the existing Cable
Television lines.
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